AN

dninnuanznITNNIAIAULlazdaldsu
mitsznevginatiziuna(ain.)

BN E
eoOnJNIFENKT FEHT KETj TOKR T
AW copOGIl agbcl t OPcqr



—
— |
—
-}

....................................................................................................................................

(@]
-_

""""""""""""""""""""""""""

KKAT JNE Ok NT |

O MK

(D¢

nr Eeépadiank N

---------------------------------------------------------------------------

—C —C =
x >t
)}
@)
-Z
m
m
N 2 [T
~
— =

(00}
¢ I> ¢ g D¢ (e
>
X0«
—_
—_1
¢
O.
N
O.
(00}
O.
[Tle
-Z
-
>t
-
(@]
—_
¢
—_
[TI¢
2
=
o,
g
M
mM¢

_________________________________________________________

No g R~ wbdhE

____________________________

10.T Al + ]
11.ij Nej T 1
I
I

EENKJ] KNI nEIl QEI©e ARI T I I_F \
EOE, O ELNKIArOENTrji Il el E

12.j Nej
13.0j Nej
14.ij N é j Ifciddht®Endlidg Checklist

__________________________________________________________

....................................................................

© b~ b~ W

10
16

23

26

27
28
35
36
37
38



Incident Responge Plan Giandbd@k’l T T\Rﬂ(le i I § (RRER OO
3 “jéINJlKGIJO|DrIKnlJI’JIOKNII-lLII

01 Kiij

eGoihl I,é(]}'](&N‘l] & i RT IQN TnTr iteh & A E R | & NI KOH | 1y «
EARTITIT OGnr Eé Rieparadom) KTl Kl REESRIH G EMNTRNHIR)EKK
el 7enlel NJOLAT I NJ (EomciomentiEztion & REE@N)KS |
Andl NT ENKij Nj I' kRodaddbhKAcGvily)d B 10 keI KENKIEIR 1TE
| KN] n ET Q@&§ © El o LoN JINNKTER) rivd BN N @O B D
h n 6 GNal TBrndkIBINNER BIRE® k 1 E E N K @ompater Seturity hcldey

Handling Giipkecial Publicati®h BeOisi@ 2 r E a\aitidn Instittitehof Standards

Technology (NIST)
Achvty

o

Contatnment
Detection & Eradication
Analysis & Recovery

Preparation

K O NISTrncident Bespol

I ARETAROOI T TNEIKNDEé&n Ol NIKNEIME NKNKIAN
I NENKHN]|JGRN] KT OEGiPe] ¢ e DR OoeT 7 LT |

Incident Response PI&RE @RP) | GNT AT N OGS KBisindsTOriMily T K

N

Management: BGMJ E N K & i h 1T m Q] ET Nk tdiniisa\Distin ity B BOW)
T"ET KN| ATWKNEAT ijAn] O, L, 00341
I EENET i ROEI éTnKNéﬁlﬁer‘ﬁllé
I NB OINK K k& jox EI OT Lifexay@eah RT & F defl T
Vi k K.m@@EdBesults)
VENE EKKJII k(Kdétivities) | EI 67 KKknj kKA1 T C
&0l él Kén {Caukdnd) EEI ENKI NEO| 1

I T|®N



Ok NENK K Avilab éWEmEK@KWEw@@&IKNOOJelh
I NE L Krifdiniaioh $e gelQjrit)NE ceKERT NJ OT | ENEh A EEK
6Gi NNe i NJ & LanJ & @ik ANF &6 ] B NERE T NN ] GpriTe | & Ry
Ok Nt AhT NT Al oIeEINJJOanrlkIeI&:@ueriSEomiﬁihquEﬁQelG
ij n] én E ¢nt¢identhREspatseld - IK@DO EI-E-N K T TKINIT INIKIe BT

Or T nENKBQ &lf @ ERKIEMIRE NI NKT hndl NI ENK
T nl &6 rOIkOSLeNKKOL TETNL 1T Ny EKLENNKE N i cebihl N e TNkt
LKeNEékQEé@mﬁkbmpb@®@EﬁrTmheéthj

ENKEnlI'T h6e KELKONEENKKAT JNF

(Organizing a Cyber Incident Response Capability)

T KNI eEHNKKKA] 3061 Dr b KFEEKAT &

| NE@BGGIEMKBET nNnEOKNr FELnénGhn
/1, Oél &d é s EnES KiNcidens

or T E]vEnmIK)H(([p@& Io@@lﬂEﬂﬂ][KBlléerME@‘NEEol T nE
&omputer security BAeEI Nh 1 67 7 NJ el NOWKMITH relfﬂj &N

o~ o v

heNIENKKnEINeINJ@%M@ﬂ@WMEBW&@@EHNMI

o NEOS | kK.NI"nENT | KNénl nl &8 Ej O6BEJOENI 00
h A ET ART O&NnSH el bnkKERWKSFAKaENN GEK & @i ek NOOT i
| KEKNITT nl eGHIUK@AO@ ED kG i N TN K MK NG &
6] Rgnt ET NEEGI ENK6&JT n
OE WKIesjhiTh] OOj T ENKhh®NNERKKOOZ RE O
I NE offalicy) I K O
61 NDr EIeélT06&T OkNO|t NI INJ éF E&I EE
EXNKT INDFijA] éenBeNELKDREOT | KFOKT Dieh BE
F7] nNEJn] KNLNTT Nij Nt Oel Ki NENKANENTI T h

I 1[8N



e - ET 6 ]

6 BINEEN I ) NKEN& Ok NeQNJ I glnEN MO rhEDk
OT 11T NOKRNOATTNn] KNLEEQOKNGS| + NI' I Nj
1KKﬁlE@]éIIQAéT‘?I_'[ET@LTVNiQV S
EKN] k NG ©nl NjNJI ny oE ,rj_[we,evl-.Evanl
P - BNKEnlIl he KELKO®EINE @ O K E (
| NOENK I 5 5 Erg] knpl DOE T SN el

I NT n EINK| (Incident Respor@R@amk 1 T ©1 O
LIhekOFI@NKIIFITIFInl NeE 60ENnT nldKAT
T OB EENROEKNDr FEJNDFhONI 61 é6T.6k] n
O | KI e LFT ENEEKKIT Apln NLEL
BNKEnhInéolrEnl ThLENKMONE
BNKEAhTI néedFEnlNI-hOOk NOT O]
-ENKEnDT T heKINB&IT Teq BNN K<Hy a7 iiOK| E
BNKEnlI T hOT T DFKQJI E ENKT Nt
OENIITnl 61 NrtEnl T AOIl T NEENKKAT
Enrihnéenlel NIJnrT eEpklhijn]T NEeGOD
ki je@ ! NELNKLT 61 L @& ©f ©Fj 1 frLnh
ENKTFToe|LNINKT ONGPEeN @i i Re) W <INEON 4
o KO| OT TGENK M) @InNETeRmNKOe | KL |
OEnrj leoel EBA®N RN O ipNGOERoHKiSA
El ENKL AhT NI nBh N® K ML iANEjIEN
Qe KnTdNlijnjeéenEeNg OKKI
EARTT T ENKKATINEFOKNT FT LI
OkNENN] TnEENBEKENEKh NOG6h]
DgNr - Oj 1Ol ATTn|] KNLEEé Q]
206 e KELKONE&I EENKT nEén
Ok Nél NIJKATj NhglT OOk Nj O©]
eJNELNINKENGNH AT NEINN&D PO
KN K NOFnjhél EKNTT O é

e KNIF&nNj] O8] RIT oI
NEARITIFTENKKATINEijA] é
Ok NOj I ENKLNRr FLNKE& erilnl j
556 ARITIFT ENKEOBGEé NI Ghéckisi
61 NrlélTénJEKNT I TENKE 6
TAal ] e EEOO K I hEel kBN B 1
] KNOJNT | kodNRWTTiOr T 6] T Nj En T
97 ©F ET Ki genv ij nd GlagBE&ER




—

>t D (D¢

D«
= I - =Y

C—

.x"_

St S 2 g OC-=Z T

—_ —(—>

- O

r=

A XN Z—tZc RN —1

—lf—(Z\T
j—\—l _(|T|<o‘_

Z T

ITI
5@
'5-

tand@d\OperatioN ProceiBkis I(SK
mm%&mgﬁmmwmmmm
NJ Ojh p ROk &ty S jE&

>S5t (D¢ (D¢ —Lx
=3 v O .a 2

Oc¢ ¢ JI¢

~

=

Emdlcahon Post-Incident
& Recovery Activity

Detection &
Preparation Analysis

/| , OENKDOS Perﬁrﬁhdﬁbl NJ1 Kel JOo&
0, OENKT KDﬁeétlnnl&@\ﬂalyé.lsNo e KNNT
1EMKei T endei NJsLAj I Nj OEN
&ontainment, Eradication & Recovery
Z,OENKhnéTNTENKFKﬁEéN
&odncident Activi§y

1 H<Fk\IE£IKH\IF6CD n] ALNINKT |
Ok NI

e O
[Tl¢
=

Z(

€ N
LT ET r]lljnjer]EeNJI N E

[T¢
-Z

- (- —_—

5SS
TOMCT — gy AN =i

— M- (D =« .O§

N

XD\

0«
[Tl
—_

ot
A

:I"Z - o, -

= Z g R

—>
-—

e 3<

m (—I):; m(

— —q

o
m(
¢
R«
(Ds
=]
m(
[T«
[Tl¢
-]

—C
M
Z

7:
Z

A

\I-I-I<

(ORI =TEr N A
5 2 e O
& =z
X

% o
. g -
Q
oy

%
@ e

I T|®N

17 Ok Né i N Mimizing thexlhusllnsjnhﬁp‘acel) enN

RwCElC@lE“@qu(uEmmulE@(mEmm GNT nT NE

~

N
5

Mhéddd Bel@dorcsé TieayrESNUCtEN€)ij n ] €
ij NHEKETI E ENKénhEN
K ij N NElr]eeKleJCEII
A rET| MHETOrE ENERINKIEN 1 KEN
NKKAT INE Ok NT |



ITRAIJKATINERINKEAKFBGEhPOhEEe KNG T Oh

1T A I KAT J ik dn “||\rr(|ﬁmmcm)& leinNEje@®IIT A RE

21 A I KAT J Nkl J r“nTEr’I\IFKH#lGhJeﬁ@(&Eq)lElmDI}\IIJCEI 00

3T RIKAT J NG |EIINER R KHEGNGusddgds)e NJ T nr

[ rRFOE @& KA N KEN| n 1 dulyddsobried @ HY NK B T EE
ENKéTn“ITeNTﬁrKM@M@NE@@puMmEmuaﬁluc
ENKoed nT KNT & © N @G hHEHEEER KRNI BN JINGETNNG  neivg
EKOo@isaicd BENKON S| RI 1 fRAridldyd ASGdary & IONNG Tne
I KAt j NEN,(ééldﬁfnr @de]mmg\lam&(mmm&mmm@
jOedzEm@m&nraE KNNgONBRENION&eJn o] RT o T

néKN = nmq [1_TERNG FHIImRTTAIeNEE] @Y [EjNK] € n
T 07 Tﬂammn@mmmauKNlnlJnENKenNhge

KAT INF Ok NT T LT (Cierinkidefit Reppo sk Felh) MWK Ei©
Ok NT T LT IFEt Qi mulmmKENEmlalrmuandlmm@jﬂ
I NEGT 661 6k] ALNKLT 1. L& NEDNO®T ¢ k NEKIDT
Knij Nhgl T @l i N &HK T NG KNIERGNINGHT T LK af GE

I E&NET AR08 kKKNNH K CEeLIr]KIlII\EéN\IKIFI’J\r 1 DOr J
T N E b @& OHMEaR R E K N T IEE § Nmargzemﬁcmmmm&qm[
h ONThREGNTIENN KCh n 6 |. KN T N KIEEMIE [©D P Rl i o QN i N
éhéégRTtNrEénéﬁ@@@ﬁéﬁ@ﬁkﬁmmm@mmmmml
ij N7 én Eé Nehl oNgieHENKH K @ke K Fd@i R BoiadivE e K
| KNEFTheijrgeéekl] nNET O] hAET nt e T 0l

Ti Oeﬁopgl\mahalgem@rm

91 Kk NERT 6 W] ALNKLT 6T L O&

91 K N"ENT Eg I J Nj Okega & Coenpjidn&DKiceGNT 111

10 &6ONI T ©6N& @ata Pr@@ettokOffitst ©F J Ok Lnl T 1 1

1 i~k'Nj L Bublic AffiksiIMEdEa B ElaidD £

4k Nj T KHumgnNeBddriteg € € k O &

9T AJ7T KNI NKé | NBiisingsk Gohtiduity TEa®l ENKh n 6 1

Ti kK N] Kn EPhysiedl SEdufitx | hijn] O&

TONI fAréel NIJKAT j NhgFT 8FETARITETY LTI

DENKS i + NKNI i e e Menasbaamtieeseng E
2YElI ©e n OTNKK Tnij rkenEn rNj7 &ydizigory DEtribiGBNE K &G @

A -

ENENK]ITOEEANT Oéol el KKNIJARKNI AEOKIT JI

I 1|8 N



3)E N K B I Tl INLI Kisadittioh anB Av@rénhéss | & | ENaJT jEr’NrKT}
KFhijnjl NEoeGéblerKIG'pEEI@IEmIEIh;Ir]W\KjII\IEEIeNG]G]
- h IE FeEEMOOE e QEK ET ENKT Ki eént Ok NOeeE
HENK L f 1T InKMjIEN&EDIBteNBBKG En I T he A RT T |
] KNOGn e NI OKT T noe] OT nE] Pl eh ®ENT T néécx

I’KDI-ENKTNthI-él Drl-él-él’Nqul']él’Km-ér

l
N

E@KI+EIIOKNENKIhLI 0 :
ilh® 6N eﬁrmmmmmNEmklhm DNT EENEN 1 E
|

5 & enNEHETING NGT I + NNl §I 1 N j&dl N J Ciil[<RIEhoﬁ ORI N T NG TN
hnol NteE BT | Nm-aemmmmrﬁ@n BIG NG I INK NS § Q&
Ok NT KNT T n éapm\lro@Rmbmmlrm AERMEKE NGERE
TITmEmKHmLI|O[IeIKﬁhpINIéNKIBRERﬁ]

~ et

T KNI 1inN ONMKERNE @Ik N 10 fiodh Boré TNBadgd&\ltd Test, Training, and
Exercise Programs for IT Plans @pe:Galpabbii@sxiea N&tion Institute of

Standards and TechnolodNISTY K1 ¢ ECBOK § HNEKK NENKE
LNnESLKNJI ENK®H KeNEE N'T @KEMNG|] KIN EKN & m o

I T|®N



rr ~ rr s - ~ ~ ~ ~

Oj TiyNi L Kn] OT I I NEENKKATJINIFijA] énE
&lowEl E Naghenlicident O

Sample Cyber Incident Response Flow

Preparation Detection & Analysis Containment Eradication & Recovery Post-Incident

S
o Ausnmmdnguuay
Start

»  Juudame s ‘;meummLEﬁf_?mJ "1 uiinngsdivau
A
v h J
Arvusulang ¥a - . - . . . .
. ez = ARTiRNNARLné WAL IME WREHANSE NETMuansELiu
T WUUma uazis —
il A_w - > ” = = M
AM3RTIAA walEsuuda < NYNATTIINE fsRauAYEY
N e e
v v v
Ty S — S —
" . - . . Anenuaansuala
JALETAUVIWINATARY Tuindayavensal LLE';*aamﬁ'am:mﬁﬂ
Tailumssuiiumu fuanay N 2
B wMETh
v N
v v
Ty S —
wseunsiasfunay ) ECERGH RG] Yes
AsudaLiau uad Incident
v N
v < . 'ﬁ Snisal
——— ¥ Safiavatianyvialy
- . e —
AIMURLEUASRAFITA .
Sar SnalsEa UM
srunaipluuazanauan
Mo
.
L 4 ¥
Wrug uasidlfme = gauszuy days wak
ﬁqnm“:?' L:ihaﬁ\iu InLTULATRUATAE ‘:I"I'Hﬁ'r'lﬁr.f":d;ﬁ'.'l"lu
e nang UG VIR ; F i
wazlEau 3 e Ld@eng

v
WFmlgauasia
stllunisnadauns 3 FIUAY -.
y| N5EIIUMNT NE'lA LW

ARLEUAIHANHANATY ol -
1-'1-.1'1.'; uas UfTéETunsvila
.

KNj k 86 IRE [ n & E& KT @NTEE
L NJ NKT 1 N& N KHN GTET 1aNEgheed I

I N E cegr Incidedt ®ésponse ®BrQ CIRP) GNT n 1
Business Continuity Manag@meht:EBEM)E n h 1
Continuity PlanS BCEY KN| AT O KNEAT ij




® T
1.j Kk KLAni el nad (BlayeRe Isi
113 AT KA

v Z 5 —
( FH =" M @ —
= A N N ¢
- @ O 8 - X«
= M= .

al

=%

2

%

) c.ng_
— O
zT'x-
|T|<O
=(
o®
_xl

ot O« —
(RN T3N3
5'? —_—{—) —
X ¢
( - -

UTqéiﬁmﬁﬁDKaKhNﬁéﬁN
6.1 Nlod FENKKBlisk HERETDE © IEJ
EcKeNSnitipes @nd B’r@ocuﬁlmrhhbabl{@gl eLnm
[ NJQ AKPET Ret EsNKT EKAFENnKFEO

ﬁmﬁ@OG@&EIENKKITKIJIKnEgr
J

Ok El E _ICyber Mdderk AdalyisisOigoirdgs) ri
- KTaPD B RN H GXIEPSR Nidisy 676 N0 1 |
6

~

L.gn
NOEPGNT OB NKSIKDOKI &1 1@ @O It
Olk NG TIJjT rOOd &I It & rEMEJﬁ:arneew KNJ E
Déxel% [gasir IN FQBMD wJO] IGRR EJenr]eNO\IJ I n

2G0T bl KQql n I’car@nrms@mbxm@m@@mh i h N

Olik N'dpgplgaiian) I0& E§ ©6E ENKEOB6eée NI Ok NIIKea T 1

ODAREI nROT K NI Al LNJ NKT I NeNKHNO| Nr
Tel Jir NI oT | KG]I n r dmyial Fordnhdic MvVirkatatidd eN oEedy

rTfOKIanEENKogDrIENKBNNEE&
Ok NENKI N o é (n@htafination) Ngl 7 OOk NE
EvicdEK @ (IEI ENKOERT élﬁ:ldesht@)gﬂlemudém o]

hEE@KRm iPN| H#Qj O©6EH§ ©ENI
T0eKnNr I Eéel J1 Mhafydt Uaiep|D n | @davaEh BNEKIE N

e
ENKlnEK
Baselige) EK NT T

rr

UOD

I TN



1 SanitiZzRdmovable { ethg(G @&l EN I@agfaIFF@rEEﬂRii lelem J ©N
5 SFeréhticWpitatiprd IGD NIN] F K B E § Jk &6Easitalinics): 1
[ & NNEST SAB8AGuidelines for Media Sanitization]
106 e KN @é&tabiePringd Kk [hNJF sBwoN JRTalé 61 J C
6] RT EKNh NI
6] KOEKJILnTI KAt I N ®&itaNohehsio|$oide QxR e N1
Ima@e)] BRI NOI &j © Ellachdat’ Né O LKn ] I KR LNG T T
n] EKAQE ENKS&GgNr I JT n&viderch gathdriige © I
accessodefomipuer, Network Storage, Removable Keldid Mdbi® Device
1 Thredttelligence InforimétipijGEl ] ©EnSEEINDIKI-[.G 10 N (RJ & [N J
TFHY@ETO®EKNT T nEENKJ n I KOWESHTEhij@ljje n Eé NJ ij
-0 e KNy I EJN®OR &1 NO 7. eRoketiuitiPtBighmainore
6]+ NI'J WIhIw&keErECEI@(@EIUHE WK 6 ed. 1 n
-gnl E6I]T nln r&ulrfenabﬂl@/ Dasi@des Hg ON TKINCET
I nNéeNo6| RT KI J”’nEKr]I EKFj] T iar o) RI e cch ol
- Malware Indicator of Com@ﬂbﬂmmlROE@nmtbg}apmcn 0 K
Hasnommoulsed port(DBtetwork bort N E rmlwmmﬁlmg Jelo % & 101 1
68JT ALNOKR&&ENT ©IET NhT nol)pRAIT]&B NDr | KA
TKN] EMMIKKA © b a iy 6T Nablgidmvadatiletwork
Diagrddata Flow Diagram
TENKLNE| NOk NGO & 6N Ee | I4|I N\Il\mtrgi@nl\llmrnla
NKLnE(”) I | kI NEKKJT fir | Nh[ ET NOK NL NJ N
N e E]

ET

T I é K I &ein G Ode Mg rf il CBIJaEéNIN\IL]reE]cBEI oI
Operating System Software Whitekst] Appdation

]

@Eqémnm
q1 Al _k nNEgnIEINEENKLDrILNK
-LREFT kA ESodfal\Mfé]jMA‘ddﬁDelﬂmmm@]IOEP{}\lﬂamlmr
Lni 1 CEl @rhqefﬁ@JI{DIN”ElﬂigIBlg )ILTET NEGhgn !l ET NET
- | @ mMikn EK@ El ENKIT hME rmmmmdqmﬂlmué\wf
ENKLKNI ﬁed:ec;mml&mmm@“ﬁl@@ﬁ DIER@Kn | J
- Instant Mes€aginE &k ® EET ENKT Nh - '
E K H rOKNJENRKRTTINE ENK L Dy | LN
-oIKLnlE@@mIENKNDhNK
o Kiif K iEg ©E ENK] RTjJ AT 6JN
o T

5
21ENK ST NT E N @revehtiBigh b e

E
J
J

¢

JHE
I SNE KN &

I 7||an



N
|_\
Fic
zZ
e
A
Z
§
9]
m.
%
g =
2x«
|=
S
>
fTic
N
-]
[T¢
zZ
7N
~
zZ
@4

Jnel NJoLAr] EEGhY ONET Aar 6 Enr ji N ®WEHWK
ENEEKNTORBENKONERMNEKRKEKD) KK)6 X5 BE &K NN
oLAr] ET NEceG®h ] KO NET Gl NOERKNT md 1 K
' KRFLKONEEeI NJSLA] I NfTnlkKNTTENI Oé et

I ARET AROeéIl K| KNO6J NT & IINJndasn rir & K KNI
JOkeénNel NJosLAa]J I'NjTnr Ol ee KNEOOKk NG| R
TFEYLTFETnFijn] eénEeNJIT NEeGOT I KT n!l ce)

212ENKEnT ThROT T T NEK®ME]| INgemdhIHDsHSedurdéy E |
Contrd) k N E N KgeN 17 Eapaint AriRe SIK EREl T h/E” 6J n ENK k
O INNLIOKkNIAJINT KgNT OKI JT neRIEKEINKE N Enr
el Ejf OBEIOENI 6h] G ©LNT T NSLn NI fir éndj |
c”)Eﬁr]Iéel-EEﬁTél NJJnrT-éE] KlmlgmjllOf’El’NU
Harderingh R BN&J jJ M & 1T rdfpdhite Sedurifyrmatsih e« U@ J B NOK
I+ EEAT Ok NT KMamaré Prevdntdassoshiusidh Pralastiol & Deted
Systein] R1 T ©1

213ENKKAEI Néi N&ork Bdrhfipejnént NEtvakiSEurity n N
Contrad ] RT ENKT A R E & Ravlerp\CLERREE]) ] I8 HO@IGHEG LéTnEE\I

ENé EKKJT AKR EIrTJrmR &l nopJ EnKorhGEbkenkT 119 énd®iNA 1104 R
OeOESONIT ENKYT RREKnN E

2.1.4E B K DB AGaleneSsGairiing & calloddl N JEEOTREK JhindieN
6 el e-”\ECEeI N \é !EI.MD E UKN thHI l1>|.'1||| || \1:': "‘ ,,\\‘v: : E(D @@ E\I(EIE@
I

ni ] ENK® BTG oERme d @NENKENKHA] Nh|

I 12N



~ s 1 ~ ~ = ~ 7 T ~ = T 7 ~ y
| Nl | nNEENKeéenhl nKNJ ENKI Kn1 ] QL
Internet Protocol  Operati
Host Product Function P ne
Address System
Demilitarized Zone
Bro Bro Network security monitor | 172.16.0.20 Ubuntu 14.04
FathomSensor RedJack Fathom Network analysis 172.16.0.50 Cent0S 7
OpenSwan OpenSwan Virtual Private Network 172.16.0.67 Ubuntu 14.04
(VPN)
Router0 pfSense Router/firewall 172.16.0.11 BSD pfSense
10.33.5.9 appliance
Snort Cisco/Sourcefire Intrusion Detection 172.16.0.40 Ubuntu 14.04
Snort System
Apt-cacher0 Ubuntu apt-cacher | Patch management 172.16.0.77 Ubuntu 14.04
WSUS Microsoft WSUS Patch management 172.16.0.45 Server 2012R2
IT Systems
AD1 Microsoft Active Directory manager, AAA, | 172.16.1.20 Server 2012R2
Directory DNS
AD2 Microsoft Active Directory manager, AAA, 172.16.1.21 Server 2012R2
Directory DNS
CA server Microsoft Certifi- PKI certificate authority 172.16.1.41 Server 2012R2
cate Authority
Email Server Postfix Email server for the lab 172.16.1.50 Ubuntu 14.04
PE Master Puppet Labs Configuration manage- 172.16.1.40 Ubuntu 14.04
Puppet Enterprise ment
Routerl pfSense Router/firewall 172.16.0.12 BSD pfSense
172.16.1.1 appliance
Ubuntu Clientl Ubuntu Desktop Representative Linux DHCP Ubuntu 14.04
client
Win7-Client1 Microsoft Representative Windows | DHCP Windows 7
Windows7 client Enterprise
Win7-Client2 Microsoft Representative Windows | DHCP Windows 7
Windows7 client Enterprise




Certificate

Authority

Puppet
Enterprise
Master

IT Network | ‘
( - - 1)
Win7 Win? Wiki Active Active
Client1 Chent 2 Directory Directory
2 1
DMZ Network
Splunk
e
Fathom Assets
(analytic engine in the dloud)
Alerts based on 1DS and misc. i Physical
raffic 105 anamaly Linux update
] ; / i s / o
installed 5 Physical
Configur. Physical
’:'e':: — auet data ey
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