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ĭĪĬņ 

ĽņĬńĔĚŅĬėĦŃĔĶĶĴĔŅĶĔņĔńĭŐĸŃĽƞĚŏĽĶŇĴĔŅĶĮĶŃĔŀĭīŋĶĔŇěĮĶŃĔńĬĳńĵȮ&ĽņĬńĔĚŅĬȮėĮĳ,'ȮœħƟěńħĪņȮŴėŌƞĴŊŀȮCyber 
Incident Response Plan HandbookȮĽņľĶńĭĭĶŇļńĪĮĶŃĔńĬĳńĵŵȮŏıŊŗŀŏĮƦĬėŌƞĴŊŀĪňŗŒĝƟŀƟŅĚŀŇĚŐĸŃŒľƟŐĬĺĪŅĚŐĔƞĭĶŇļńĪŒĬĔŅĶ
ŏĨĶňĵĴėĺŅĴıĶƟŀĴŏıŊŗŀĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮĶĺĴĪńŘĚĔŅĶěńħĪņŐįĬĔŅĶĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚ  
œĞŏĭŀĶƢȮőħĵěŃĶŃĭŋĕńŘĬĨŀĬĪňŗěņŏĮƦĬȮįĸĸńıīƢĪňŗœħƟěŅĔŐįĬĔŅĶĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮŐĸŃĕƟŀėĺĶĶŃĺńĚŒĬŐĨƞĸŃ
ĕńŘĬĨŀĬȮĞŉŗĚėĶŀĭėĸŋĴĨńŘĚŐĨƞȮĔŅĶŏĨĶňĵĴėĺŅĴıĶƟŀĴȮ&Preparation)ȮĔŅĶĨĶĺěěńĭŐĸŃĺŇŏėĶŅŃľƢȮ&Detection & Analysis)ȮĔŅĶ
ėĺĭėŋĴėĺŅĴŏĽňĵľŅĵȮĔŅĶĔņěńħĽŅŏľĨŋĕŀĚĳńĵėŋĔėŅĴȮŐĸŃĔŅĶĔŌƟėŊĬȮ&Containment, Eradication & Recovery)ȮŐĸŃȮĔŅĶ
ħņŏĬŇĬĔŅĶĳŅĵľĸńĚĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚŏĽĶŖěĽŇŘĬȮ&Post-Incident Activity)ȮĴŋƞĚľĺńĚŒľƟŏĮƦĬĮĶŃőĵĝĬƢĨƞŀĭĶŇļńĪŒĬĔŅĶĬņœĮ
ĮĶŃĵŋĔĨƢŒĝƟŒľƟĽŅĴŅĶĩħņŏĬŇĬĔŅĶœħƟŀĵƞŅĚĴňĮĶŃĽŇĪīŇĳŅıȮŏľĴŅŃĽĴĔńĭĕĬŅħȮėĺŅĴĞńĭĞƟŀĬȮėĺŅĴŏĽňŗĵĚȮŐĸŃĶŌĮŐĭĭŒĬĔŅĶ

ħņŏĬŇĬīŋĶĔŇěȮőħĵėŌƞĴŊŀĜĭńĭĬňŘœħƟŀƟŅĚŀŇĚľĸńĔĔŅĶŐĸŃĕńŘĬĨŀĬĨŅĴĴŅĨĶģŅĬĕŀĚŏŀĔĽŅĶȮŴComputer Security Incident 

Handling GuideŵSpecial Publication 800-61 Revision 2ȮĞŉŗĚěńħĪņőħĵ Nation Institute of Standards and 

Technology (NIST)Ȯ 

 

 

 

 

 

 

 

ĪńŘĚĬňŘȮŐĬĺĪŅĚľĶŊŀėņŐĬŃĬņŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢŒĬĜĭńĭĬňŘȮĭĶŇļńĪĽŅĴŅĶĩ
ıŇěŅĶĦŅĮĶŃĵŋĔĨƢŒĝƟėĺĭėŌƞĔńĭȮŴŐįĬĶńĭĴŊŀĳńĵėŋĔėŅĴŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢįŇħĮĔĨŇĪŅĚœĞŏĭŀĶƢȮ&Cyber 
Incident Response Plan : CIRP)ȮŒĬŐĬĺĮĢŇĭńĨŇȮŏĶŊŗŀĚȮĔŅĶĭĶŇľŅĶėĺŅĴĨƞŀŏĬŊŗŀĚĪŅĚīŋĶĔŇěȮ&Business Continuity 
Management: BCM) ŐĸŃĔŅĶěńħĪņŐįĬĶŀĚĶńĭĔŅĶħņŏĬŇĬīŋĶĔŇěŀĵƞŅĚĨƞŀŏĬŊŗŀĚȮ&Business Continuity Plan: BCP) 
ĕŀĚĭĶŇļńĪĮĶŃĔńĬĳńĵȮı,Ļ,Ȯ0341ŵ 

 ĬŀĔěŅĔĬňŘȮŒĬŐĨƞĸŃĕńŘĬĨŀĬĕŀĚĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚȮěŃĮĶŃĔŀĭħƟĺĵľńĺĕƟŀĪňŗěŃŒĝƟŏĮƦĬŐĬĺĪŅĚŒĬĔŅĶ
ĺŅĚŐįĬŏıŊŗŀŒľƟĭĶĶĸŋįĸŒĬŐĨƞĸŃĕńŘĬĨŀĬĨŅĴĪňŗĮĶŅĔġŒĬȮLife Cycle ħńĚĨƞŀœĮĬňŘ 

V įĸĸńıīƢĪňŗĽņėńĠȮ(Key Results) 
V ĔŇěĔĶĶĴľĸńĔŏıŊŗŀŒľƟĭĶĶĸŋįĸĸńıīƢȮ(KeyȮActivities) 
V ĕƟŀėĺĶėņĬŉĚĩŉĚŒĬĔŅĶĺŅĚŐįĬ (Cautions) 

ĶŌĮĪňŗȮ/ȮNIST Incident Response Life 
Cycle 
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ŏľĨŋįĸėĺŅĴěņŏĮƦĬĕŀĚĔŅĶĔņľĬħŐĬĺĪŅĚĔŅĶĶńĭĴŊŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢ 

ĮƤěěŋĭńĬĽĳŅıŐĺħĸƟŀĴŒĬĔŅĶħņŏĬŇĬīŋĶĔŇěœħƟĴňĔŅĶŏĮĸňŗĵĬŐĮĸĚœĮěŅĔŀħňĨŏĮƦĬŀĵƞŅĚĴŅĔȮŏĬŊŗŀĚěŅĔŏĪėőĬőĸĵňȮȮȮ
ĪňŗŏĨŇĭőĨĶĺħŏĶŖĺŐĭĭĔƟŅĺĔĶŃőħħȮĪņŒľƟĭĶŇļńĪȮĨƟŀĚĮĶńĭĨńĺŒľƟĪńĬĨƞŀĔŅĶŏĮĸňŗĵĬŐĮĸĚȮŐĸŃĽŅĴŅĶĩħņŏĬŇĬīŋĶĔŇěĨƞŀœĮœħƟȮ
ěŉĚœħƟĬņŏĪėőĬőĸĵňŏĕƟŅĴŅĴňĭĪĭŅĪŒĬĔŅĶħņŏĬŇĬīŋĶĔŇěĴŅĔĕŉŘĬ ĞŉŗĚĵƞŀĴĴňėĺŅĴŏĽňŗĵĚŐİĚĴŅħƟĺĵȮœĴƞĺƞŅěŃŏĮƦĬėĺŅĴŏĽňŗĵĚȮȮ
ħƟŅĬŏĪėőĬőĸĵňĽŅĶĽĬŏĪĻȮŐĸŃėĺŅĴŏĽňŗĵĚěŅĔĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢĪňŗĮƤěěŋĭńĬĴňŐĬĺőĬƟĴŏıŇŗĴĽŌĚĕŉŘĬŏĮƦĬŀĵƞŅĚĴŅĔĞŉŗĚŀŅě
ĔƞŀŒľƟŏĔŇħėĺŅĴŏĽňĵľŅĵŐĸŃĴňįĸĔĶŃĪĭĨƞŀĔŅĶĶńĔļŅėĺŅĴĸńĭȮ&Confidentiality) ĔŅĶĶńĔļŅėĺŅĴėĶĭĩƟĺĬȮ&Integrity) 
ŐĸŃĔŅĶĶńĔļŅĽĳŅııĶƟŀĴŒĝƟȮ&Availability) ĕŀĚĕƟŀĴŌĸĨĸŀħŏĺĸŅȮŐĴƟĭĶŇļńĪěŃĴňŐĬĺĪŅĚĮƚŀĚĔńĬėĺŅĴĴńŗĬėĚĮĸŀħĳńĵ
ĪŅĚĽŅĶĽĬŏĪĻȮ(Information Security) ŀĵƞŅĚœĶĔŖĨŅĴŐĬĺĪŅĚħńĚĔĸƞŅĺĽŅĴŅĶĩėĶŀĭėĸŋĴėĺŅĴĴńŗĬėĚĮĸŀħĳńĵœħƟ
ŏĜıŅŃėĺŅĴŏĽňŗĵĚŐĸŃĳńĵėŋĔėŅĴĪňŗŏĮƦĬĪňŗĶŌƟěńĔŀĵŌƞŐĸƟĺȮŒĬĕĦŃĪňŗĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢŏĮƦĬĳńĵėŋĔėŅĴĪňŗĴňĔŅĶŏĮĸňŗĵĬŐĮĸĚ
ŐĸŃıńĥĬŅĨńĺŏŀĚŀĵŌƞĨĸŀħŏĺĸŅȮěŉĚŏĮƦĬĪňŗĴŅĕŀĚėĺŅĴĴńŗĬėĚĮĸŀħĳńĵĪŅĚœĞŏĭŀĶƢȮ(Cyber Security) ŐĸŃĔŅĶĶńĭĴŊŀ
ĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮ(Incident Response)ȮŏıŊŗŀŒĝƟŒĬĔŅĶĭĶŇľŅĶěńħĔŅĶėĺŅĴŏĽňŗĵĚħńĚĔĸƞŅĺȮĶĺĴĩŉĚĨŀĭĽĬŀĚĨƞŀ
ŏľĨŋĔŅĶĦƢĪňŗŏĔŇħĕŉŘĬŏıŊŗŀŒľƟĭĶŇļńĪĽŅĴŅĶĩħņŏĬŇĬĔŅĶħƟŅĬŏĪėőĬőĸĵňĽŅĶĽĬŏĪĻœħƟŀĵƞŅĚĨƞŀŏĬŊŗŀĚȮıĶƟŀĴĪńŘĚĸħįĸĔĶŃĪĭĪňŗĴň
ĨƞŀĕƟŀĴŌĸĽŅĶĽĬŏĪĻ ŐĸŃŏėĶŊŀĕƞŅĵĪŅĚĽŅĶĽĬŏĪĻŒľƟĬƟŀĵĪňŗĽŋħȮŏıŊŗŀŒľƟīŋĶĔŇěĵńĚĽŅĴŅĶĩħņŏĬŇĬĚŅĬœħƟŀĵƞŅĚĨƞŀŏĬŊŗŀĚŐĸŃ
ĽĶƟŅĚėĺŅĴŏĝŊŗŀĴńŗĬŒľƟĔńĭĸŌĔėƟŅľĶŊŀįŌƟĴňĽƞĺĬœħƟŏĽňĵĨĸŀħŏĺĸŅ 

ĔŅĶĔņľĬħőėĶĚĽĶƟŅĚĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮ 
(Organizing a Cyber Incident Response Capability) 

ĭĶŇļńĪėĺĶĴňĔŅĶěńħŏĨĶňĵĴŏıŊŗŀĶŀĚĶńĭĕňħėĺŅĴĽŅĴŅĶĩŒĬĔŅĶĶńĭĴŊŀĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢėĺŅĴĴńŗĬėĚĮĸŀħĳńĵ
ĪŅĚœĞŏĭŀĶƢȮőħĵėņĬŉĚĩŉĚŏĶŊŗŀĚĽņėńĠħńĚĨƞŀœĮĬňŘ 

/,ȮĪņėĺŅĴŏĕƟŅŒěėņěņĔńħėĺŅĴ ŴEventsŵ ŐĸŃ ŴIncidentsŵ  

ŏľĨŋĔŅĶĦƢȮ&Events' ėŊŀȮŏľĨŋĔŅĶĦƢĮĔĨŇŒĬĔŅĶŏĕƟŅŒĝƟĚŅĬĶŃĭĭȮĞŉŗĚěŃĴňėĺŅĴŐĨĔĨƞŅĚěŅĔŏľĨŋĔŅĶĦƢĪňŗŏĮƦĬĳńĵėŋĔėŅĴȮ
&Computer security incident'ȮĞŉŗĚĸŃŏĴŇħĬőĵĭŅĵėĺŅĴĴńŗĬėĚĮĸŀħĳńĵȮĕƟŀĨĔĸĚŒĬĔŅĶŒĝƟĚŅĬ ŐĸŃľĸńĔĮĢŇĭńĨŇőħĵĪńŗĺœĮŒĬ
ħƟŅĬĔŅĶĶńĔļŅėĺŅĴĴńŗĬėĚĮĸŀħĳńĵěŅĔĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮ&baseline'ȮŏĝƞĬȮėĺŅĴıĵŅĵŅĴŏĕƟŅŒĝƟĚŅĬĶŃĭĭŒĬŏĺĸŅĪňŗįŇħĮĔĨŇ
œĮěŅĔŏĺĸŅĪņĚŅĬĮĶŃěņĺńĬĕŀĚįŌƟŒĝƟĚŅĬȮŏĮƦĬĨƟĬȮ 

ħńĚĬńŘĬȮěŉĚėĺĶıŇěŅĶĦŅŒľƟĝńħŏěĬĺƞŅŏľĨŋĔŅĶĦƢŒħŏĮƦĬŏľĨŋĔŅĶĦƢĮĔĨŇȮľĶŊŀŏĮƦĬŏľĨŋĔŅĶĦƢĪňŗŏĮƦĬĳńĵėŋĔėŅĴȮŐĸŃĴň
įĸĔĶŃĪĭĨƞŀėĺŅĴĴńŗĬėĚĮĸŀħĳńĵĪŅĚœĞŏĭŀĶƢȮŏıŊŗŀĽŅĴŅĶĩĭĶŇľŅĶěńħĔŅĶėĺŅĴŏĽňŗĵĚȮŐĸŃĪņĔŅĶĮƕħĝƞŀĚőľĺƞĪňŗŀŅěĩŌĔŒĝƟ
ŏĮƦĬĝƞŀĚĪŅĚŒĬĔŅĶőěĴĨň 

0,ȮĔŅĶěńħĪņĬőĵĭŅĵȮŐįĬĔŅĶħņŏĬŇĬĚŅĬȮŐĸŃĕńŘĬĨŀĬĔŅĶĮĢŇĭńĨŇħƟŅĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴ
ĪŅĚœĞŏĭŀĶƢȮ(Policy) 

ŏıŊŗŀŒľƟĕŀĭŏĕĨŐĸŃŏĮƚŅľĴŅĵĕŀĚĕŀĚĔŅĶħņŏĬŇĬĚŅĬĴňėĺŅĴĝńħŏěĬȮŐĸŃĽŅĴŅĶĩěńħĽĶĶĪĶńıĵŅĔĶĪňŗěņŏĮƦĬĨƞŀ
ĔŅĶĶńĭĴŊŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮĶĺĴĩŉĚĔņľĬħőėĶĚĽĶƟŅĚȮĭĪĭŅĪľĬƟŅĪňŗȮŐĸŃėĺŅĴĶńĭįŇħĝŀĭĕŀĚĭŋėĸŅĔĶĪňŗŏĔňŗĵĺĕƟŀĚœħƟ
ŀĵƞŅĚĴňĮĶŃĽŇĪīŇĳŅıȮėĺĶıŇěŅĶĦŅĔņľĬħŒľƟėĶŀĭėĸŋĴŒĬŏĶŊŗŀĚħńĚĨƞŀœĮĬňŘȮ 
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ŀĚėƢĮĶŃĔŀĭĕŀĚĬőĵĭŅĵȮŐįĬȮŐĸŃĕńŘĬĨŀĬĔŅĶĮĢŇĭńĨŇ 
ĬőĵĭŅĵȮěŃĔņľĬħ
ŐĬĺĪŅĚȮĔĸĵŋĪīƢȮŐĸŃ
įĸĸńıīƢĪňŗėŅħľĺńĚȮĞŉŗĚĴňįĸ
ĔńĭĶŅĵĸŃŏŀňĵħŒĬĔŅĶ
ĺŅĚŐįĬȮŐĸŃĔŅĶŏĸŊŀĔ
ĺŇīňĔŅĶŒĬĔŅĶĶńĭĴŊŀĪňŗ
ĽŀħėĸƟŀĚĔńĭėĺŅĴ
ĨƟŀĚĔŅĶĕŀĚįŌƟĭĶŇľŅĶ 
Ȯ 

+ȮĳŅĶĔŇěŐĸŃėĺŅĴĴŋƞĚĴńŗĬĕŀĚİƙŅĵĭĶŇľŅĶȮ&Qr_rckclrȮmdȮk_l_eckclrȮamkkgrkclr' 
+ȮĺńĨĩŋĮĶŃĽĚėƢŐĸŃŏĮƚŅľĴŅĵĕŀĚĬőĵĭŅĵȮ 
+ȮĕŀĭŏĕĨĕŀĚĬőĵĭŅĵȮ 
+ȮėņĬŇĵŅĴĪňŗŏĔňŗĵĺĕƟŀĚĔńĭŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢ 
+ȮĔŅĶĔņľĬħőėĶĚĽĶƟŅĚŀĚėƢĔĶȮĭĪĭŅĪľĬƟŅĪňŗȮėĺŅĴĶńĭįŇħĝŀĭȮŐĸŃŀņĬŅěľĬƟŅĪňŗĕŀĚĭŋėĸŅĔĶ
ĪňŗŏĔňŗĵĺĕƟŀĚȮŏĝƞĬȮĪňĴľĶŊŀįŌƟĪņľĬƟŅĪňŗŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮ
(Incident Response TeamȮ: IRT)ȮŏĮƦĬĨƟĬȮ 
+ȮĔŅĶĴŀĭŀņĬŅěŒľƟŐĔƞĪňĴĶńĭĴŊŀŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴŒĬĔŅĶĵŉħľĶŊŀĨńħĽŇĪīŇśĔŅĶŏĕƟŅĩŉĚ
ŏėĶŊŗŀĚĴŊŀħƟŅĬŏĪėőĬőĸĵňĽŅĶĽĬŏĪĻĕŀĚįŌƟŒĝƟĚŅĬĪńŗĺœĮȮĶĺĴĩŉĚŀņĬŅěŒĬĔŅĶĨŇħĨŅĴ
ĨĶĺěĽŀĭĔŇěĔĶĶĴĪňŗĬƞŅĽĚĽńĵĪňŗŏĔŇħĕŉŘĬĳŅĵŒĬŀĚėƢĔĶȮ 
+ȮĔŅĶěńħĪņĕƟŀĔņľĬħĽņľĶńĭĔŅĶĶŅĵĚŅĬŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴŐĨƞĸŃĮĶŃŏĳĪȮ 
+ȮĔŅĶěńħĪņĕƟŀĔņľĬħȮŐĸŃŐĬĺĪŅĚĔŅĶĽŊŗŀĽŅĶŐĸŃŐĭƞĚĮƤĬĕƟŀĴŌĸĕƞŅĺĽŅĶĽŌƞĳŅĵĬŀĔŀĚėƢĔĶȮ 
- ĔŅĶĔņľĬħĶŃħńĭėĺŅĴĶŋĬŐĶĚĕŀĚŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮ 
+ȮĔŅĶĔņľĬħŐĭĭĲŀĶƢĴŒĬĔŅĶĨŇħĨƞŀŐĸŃĶŅĵĚŅĬŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮ 

ŐįĬĚŅĬŀĵƞŅĚĬƟŀĵėĺĶ
ĔņľĬħĕńŘĬĨŀĬŐĸŃ
ĪĶńıĵŅĔĶĪňŗěŃŒĝƟŒĬȮȮȮȮ
ĔŅĶĨŀĭĽĬŀĚ 

ŏıŊŗŀĔņľĬħŐĬĺĪŅĚĔŅĶĶńĭĴŊŀĨŀĭĽĬŀĚĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢŏĴŊŗŀŏĔŇħŏľĨŋĔŅĶĦƢ
ėĺŅĴĴńŗĬėĚĮĸŀħĳńĵĪŅĚœĞŏĭŀĶƢȮŏıŊŗŀĸħįĸĔĶŃĪĭĪňŗĴňĨƞŀĕƟŀĴŌĸĽŅĶĽĬŏĪĻȮŐĸŃŏėĶŊŀĕƞŅĵȮȮȮ
ĪŅĚĽŅĶĽĬŏĪĻŒľƟĬƟŀĵĪňŗĽŋħȮŐĸŃĽŅĴŅĶĩĪņŒľƟīŋĶĔŇěĽŅĴŅĶĩħņŏĬŇĬĚŅĬœħƟŀĵƞŅĚĨƞŀŏĬŊŗŀĚȮőħĵ
ĽŅĴŅĶĩŐĭƞĚœħƟŏĮƦĬȮŐįĬĔŅĶĶńĭĴŊŀĪńŗĺœĮȮŐĸŃŐįĬĔŅĶĶńĭĴŊŀĳńĵėŋĔėŅĴŐĭĭŏĜıŅŃŏěŅŃěĚĨŅĴ
ĶŌĮŐĭĭĕŀĚĳńĵėŋĔėŅĴȮŐĸŃĔŅĶħņŏĬŇĬĔŅĶėĺĶĽŀħėĸƟŀĚȮŐĸŃŏĮƦĬĽƞĺĬľĬŉŗĚĔńĭĔĶŃĭĺĬĔŅĶĪňŗ
ŏĔňŗĵĺĕƟŀĚĨƞŅĚŕȮĳŅĵŒĬŀĚėƢĔĶȮŏĝƞĬȮŐįĬȮBCPȮŏĮƦĬĨƟĬȮĬŀĔěŅĔĬňŘȮėĺĶĴňŐĬĺĪŅĚȮ&Roadmap' 
ŒĬĔŅĶıńĥĬŅĪńĔļŃŐĸŃĻńĔĵĳŅıŒĬĔŅĶĨŀĭĽĬŀĚŏıŊŗŀŏıŇŗĴĕňħėĺŅĴĽŅĴŅĶĩŒľƟŐĔƞĭŋėĸŅĔĶȮ 

ŐįĬĶńĭĴŊŀĳńĵėŋĔėŅĴŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢįŇħĮĔĨŇĪŅĚœĞŏĭŀĶƢȮėĺĶĶŃĭŋ
ĕńŘĬĨŀĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚŏľĨŋĔŅĶĦƢĪňŗĝńħŏěĬȮŏıŊŗŀŒľƟĽŅĴŅĶĩħņŏĬŇĬĔŅĶœħƟŀĵƞŅĚĶĺħŏĶŖĺ
ŐĸŃĚƞŅĵĨƞŀĔŅĶĮĢŇĭńĨŇȮőħĵŀĵƞŅĚĬƟŀĵėĺĶėĶŀĭėĸŋĴ 

1)  ĝŊŗŀŐįĬȮĺńĨĩŋĮĶŃĽĚėƢȮŐĸŃĕŀĭŏĕĨȮ 
2)  őėĶĚĽĶƟŅĚĕŀĚĔŅĶĭńĚėńĭĭńĠĝŅŒĬĔŅĶħņŏĬŇĬĔŅĶĨŅĴŐįĬȮįŌƟĮĢŇĭńĨŇľĬƟŅĪňŗ

ŐĸŃėĺŅĴĶńĭįŇħĝŀĭȮŐĸŃįŌƟĮĢŇĭńĨŇľĬƟŅĪňŗŐĪĬŒĬĔĶĦňįŌƟĮĢŇĭńĨŇľĬƟŅĪňŗľĸńĔĪňŗœħƟĶńĭĴŀĭľĴŅĵ
œĴƞĽŅĴŅĶĩĮĢŇĭńĨŇĚŅĬœħƟȮĶĺĴĩŉĚĔŅĶĭńĬĪŉĔĔŅĶŏĮĸňŗĵĬŐĮĸĚĕŀĚŐįĬ 

3)  ĶŅĵĸŃŏŀňĵħĕŀĚĶŃĭĭŏĪėőĬőĸĵňĽŅĶĽĬŏĪĻȮŏĝƞĬȮőėĶĚĽĶƟŅĚĽĩŅĮƤĨĵĔĶĶĴ
ŏėĶŊŀĕƞŅĵȮŏĮƦĬĨƟĬ 

4)  ĕńŘĬĨŀĬĔŅĶĶńĭĴŊŀĳńĵėŋĔėŅĴŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢįŇħĮĔĨŇĪŅĚœĞŏĭŀĶƢȮ
ŐĸŃŐįĬĔŅĶĽŊŗŀĽŅĶŒľƟľĬƞĺĵĚŅĬĪňŗŏĔňŗĵĺĕƟŀĚĶńĭĪĶŅĭ 

5)  ĕńŘĬĨŀĬĔŅĶĔŌƟėŊĬĶŃĭĭȮőħĵěńħĪņŏĮƦĬŏŀĔĽŅĶľĶŊŀȮėŌƞĴŊŀȮľĶŊŀȮChecklistȮȮȮ
ŏıŊŗŀėĺĭėŋĴĔĶŃĭĺĬĔŅĶŒľƟŏĮƦĬœĮĨŅĴĕńŘĬĨŀĬĪňŗĔņľĬħœĺƟ 
 ĨńĺŀĵƞŅĚȮŐĬĺĪŅĚĪňŗėĺĶĔņľĬħŒĬŐįĬĚŅĬŒľƟĽŀħėĸƟŀĚĔńĭĬőĵĭŅĵȮŐĸŃĽŅĴŅĶĩ
ĮĶŃŏĴŇĬįĸĨŅĴĪňŗĬőĵĭŅĵĔņľĬħœħƟȮŏĝƞĬȮ 

¶ ĨƟŀĚĨĶĺěěńĭĳńĵėŋĔėŅĴŒľƟœħƟőħĵŒĝƟĶŃĵŃŏĺĸŅœĴƞŏĔŇĬȮ/ȮĺńĬŏĴŊŗŀŏĔŇħĔŅĶőěĴĨňĽņŏĶŖěȮ 
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ŀĚėƢĮĶŃĔŀĭĕŀĚĬőĵĭŅĵȮŐįĬȮŐĸŃĕńŘĬĨŀĬĔŅĶĮĢŇĭńĨŇ 

¶ ĨƟŀĚĴňĔŅĶĨĶĺěěńĭŐĸŃŏİƚŅĶŃĺńĚŐĭĭȮ02 x 5ȮȮ 
¶ ĔŅĶĨńŘĚėƞŅŀŋĮĔĶĦƢĨĶĺěěńĭŒľƟėĶŀĭėĸŋĴĔŅĶŒĝƟĚŅĬĶŃĭĭȮIT ŐĸŃȮĴňĔŅĶĮĶŃŏĴŇĬ

ėĺŅĴŏĮĸňŗĵĬŐĮĸĚĕŀĚĶŃĭĭȮŐĸŃĝƞŀĚĪŅĚĔŅĶőěĴĨňŀĵŌƞŏĽĴŀȮŏıŊŗŀŒľƟĶŃĭĭĨĶĺěěńĭĪņĚŅĬœħƟ
ĨŅĴĳŅĶĔŇěȮ 

¶ ĪňĴĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮĨƟŀĚħņŏĬŇĬĔŅĶĪņȮThreat Hunting ŒĬ
ĶŃĭĭĪňŗĴňėĺŅĴŏĽňŗĵĚĽŌĚŏĽĴŀŏıŊŗŀĮƚŀĚĔńĬœĴƞŒľƟĳńĵėŋĔėŅĴĪňŗĴňėĺŅĴĞńĭĞƟŀĬĽŌĚľĸŋħĶŀħĔŅĶ
ĨĶĺěěńĭœĮœħƟ 

ĕńŘĬĨŀĬĔŅĶĮĢŇĭńĨŇ 
ėŊŀȮĶŅĵĸŃŏŀňĵħĔŅĶ
ħņŏĬŇĬĚŅĬŒĬŐĨƞĸŃ
ĕńŘĬĨŀĬŏıŊŗŀŏıŇŗĴ
ĮĶŃĽŇĪīŇĳŅıȮėĺŅĴ
ĶĺħŏĶŖĺȮŐĸŃĸħėĺŅĴ
įŇħıĸŅħĪňŗŀŅěěŃŏĔŇħœħƟ 

ĕńŘĬĨŀĬĔŅĶĮĢŇĭńĨŇȮľĶŊŀĪňŗŏĶňĵĔĺƞŅȮStandard Operation Procedures (SOPs)ȮěŃĔņľĬħ
ĕńŘĬĨŀĬĔŅĶħņŏĬŇĬĚŅĬȮĶĺĴĪńŘĚĔŅĶħņŏĬŇĬĚŅĬħƟŅĬŏĪėĬŇėŀĵƞŅĚĸŃŏŀňĵħȮŏıŊŗŀŒľƟĽŅĴŅĶĩ
ħņŏĬŇĬĚŅĬĨŅĴŐįĬȮŐĸŃœħƟįĸĸńıīƢĨŅĴĪňŗĔņľĬħȮőħĵĨƟŀĚėĶŀĭėĸŋĴŒĬŏĶŊŗŀĚħńĚĨƞŀœĮĬňŘȮ 

/,ȮĔŅĶŏĨĶňĵĴėĺŅĴıĶƟŀĴȮ&Preparation'Ȯ 
0,ȮĔŅĶĨĶĺěěńĭŐĸŃĺŇŏėĶŅŃľƢȮ&Detection & Analysis' 
1,ȮĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵȮĔŅĶĔņěńħĽŅŏľĨŋĕŀĚĳńĵėŋĔėŅĴȮŐĸŃĔŅĶĔŌƟėŊĬȮ
&Containment, Eradication & Recovery' 
2,ȮĔŅĶħņŏĬŇĬĔŅĶľĸńĚěŅĔĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢŏĽĶŖěĽŇŘĬȮ
&Post-Incident Activity'Ȯ 
 ĪńŘĚĬňŘȮĶŅĵĸŃŏŀňĵħĽŅĴŅĶĩıŇěŅĶĦŅœħƟěŅĔȮľńĺĕƟŀȮŴĕńŘĬĨŀĬĔŅĶĮĢŇĭńĨŇŏıŊŗŀĶńĭĴŊŀ
ŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢŵ 

 ĪńŘĚĬňŘȮĺńĨĩŋĮĶŃĽĚėƢľĸńĔŒĬĔŅĶĔņľĬħĬőĵĭŅĵȮŐĸŃĺŅĚŐįĬĔŅĶĮĢŇĭńĨŇĚŅĬŏıŊŗŀĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮėŊŀȮ
ĔŅĶĸħįĸĔĶŃĪĭŐĸŃėĺŅĴŏĽňĵľŅĵĪňŗŀŅěěŃŏĔŇħĕŉŘĬĔńĭīŋĶĔŇěŒľƟĬƟŀĵĪňŗĽŋħȮ&Minimizing the business impact) ŏĮƦĬŀńĬħńĭŐĶĔ 

3. őėĶĚĽĶƟŅĚĪňĴĶńĭĴŊŀŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴȮ&Incident Response Team Structure) 
ĪňĴĶńĭĴŊŀŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴȮėĺĶĴňėĺŅĴıĶƟŀĴŒĬĔŅĶěńħĔŅĶĔńĭĳńĵėŋĔėŅĴŏĴŊŗŀœħƟĶńĭĔŅĶŐěƟĚŏľĨŋĪňŗŀŅěĔĶŃĪĭ

ĨƞŀėĺŅĴĴńŗĬėĚĮĸŀħĳńĵěŅĔĭŋėėĸĳŅĵŒĬŀĚėƢĔĶŏĽĴŀȮėĺĶĴňĔŅĶěńħőėĶĚĽĶƟŅĚŐĸŃĕĬŅħĕŀĚĪňĴĶńĭĴŊŀŏľĨŋĔŅĶĦƢĳńĵ
ėŋĔėŅĴŒľƟŏľĴŅŃĽĴĔńĭĸńĔļĦŃŐĸŃĕĬŅħĕŀĚŀĚėƢĔĶȮŐĸŃėĺĶėņĬŉĚĩŉĚĔŅĶĮĶŃĽŅĬĚŅĬľĶŊŀĕŀėĺŅĴĶƞĺĴĴŊŀĔńĭİƙŅĵĚŅĬ
ŀŊŗĬĳŅĵŒĬŀĚėƢĔĶĪňŗŏĔňŗĵĺĕƟŀĚĔńĭĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪňŗŏĔŇħĕŉŘĬȮ 
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ĪňĴĶńĭĴŊŀŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĽŅĴŅĶĩŐĭƞĚœħƟȮ1ȮĮĶŃŏĳĪȮħńĚĬňŘȮ 
1. ĪňĴĶńĭĴŊŀŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĪňŗŏĮƦĬĭŋėĸŅĔĶĳŅĵŒĬĪńŘĚľĴħȮ(Insource) 
2. ĪňĴĶńĭĴŊŀŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĪňŗĴňĪńŘĚĭŋėĸŅĔĶĳŅĵŒĬȮŐĸŃĭŋėĸŅĔĶěŅĔĳŅĵĬŀĔȮ(Co-Source) 
3. ĪňĴĶńĭĴŊŀŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĪňŗŏĮƦĬĭŋėĸŅĔĶěŅĔĳŅĵĬŀĔĪńŘĚľĴħȮ(Fully Outsourced)Ȯ 

ĪńŘĚĬňŘȮĕƟŀėĺĶĶŃĺńĚȮĽņľĶńĭĔĶĦňĭĶŇļńĪŏĸŊŀĔŒĝƟĪňĴĶńĭĴŊŀłȮŒĬĶŌĮŐĭĭȮFully Outsource ŏĝƞĬȮėŋĦĳŅıĕŀĚĚŅĬĪňŗœħƟĶńĭȮ
ĔŅĶŐĭƞĚľĬƟŅĪňŗĶŃľĺƞŅĚįŌƟĮĶŃĽŅĬĚŅĬĳŅĵŒĬĔńĭįŌƟŒľƟĭĶŇĔŅĶȮOutsource ĪňŗĝńħŏěĬȮĔŅĶĮƚŀĚĔńĬĕƟŀĴŌĸėĺŅĴĸńĭœĴƞŒľƟĩŌĔŏĮƕħŏįĵȮ
ĔŅĶœĴƞĪĶŅĭĕƟŀĴŌĸľĶŊŀĕńŘĬĨŀĬĭŅĚŀĵƞŅĚĪňŗěņŏĮƦĬĳŅĵŒĬŀĚėƢĔĶĞŉŗĚĽƞĚįĸŒľƟŏĔŇħėĺŅĴĸƞŅĝƟŅľĶŊŀŏĔŇħĮƤĠľŅĶŃľĺƞŅĚĔŅĶŒľƟĭĶŇĔŅĶœħƟȮ
ĔĶĦňįŌƟŒľƟĭĶŇĔŅĶȮOutsource ĴňėĺŅĴěņŏĮƦĬĪňŗěŃĨƟŀĚŏĕƟŅĩŉĚĶŃĭĭĳŅĵŒĬħƟĺĵĽŇĪīŇśĽŌĚȮ(Privilege Account) ĞŉŗĚŀŅěĨƟŀĚŒĝƟ
ĪĶńıĵŅĔĶŏıŇŗĴŏĨŇĴŒĬĔŅĶĭĶŇľŅĶěńħĔŅĶȮŐĸŃŀŅěŏĔŇħėĺŅĴĸƞŅĝƟŅŏĬŊŗŀĚěŅĔĔŅĶŏħŇĬĪŅĚœĮĵńĚĽĩŅĬĪňŗĭŅĚěŋħĪňŗŀŅěŀĵŌƞœĔĸěŅĔȮȮȮȮȮȮȮȮ
įŌƟŒľƟĭĶŇĔŅĶȮĪņŒľƟŏĔŇħėĺŅĴĸƞŅĝƟŅŐĸŃŀŅěœĴƞŏĮƦĬœĮĨŅĴŐįĬĪňŗĺŅĚœĺƟȮŏĮƦĬĨƟĬȮ 

ĭŋėĸŅĔĶŒĬĽƞĺĬĚŅĬŀŊŗĬĪňŗėĺĶĴňĽƞĺĬŏĔňŗĵĺĕƟŀĚŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢ 
ĨŅĴŐĬĺĪŅĚĪňŗŐĬŃĬņĨŅĴȮBCP Guideline ĪňŗŒľƟĭĶŇļńĪĴňĔŅĶěńħĭŋėĸŅĔĶľĶŊŀĪňĴĚŅĬĪňŗĪņľĬƟŅĪňŗĶńĭįŇħĝŀĭŒĬĔŅĶ

ĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢįŇħĮĔĨŇĪŅĚœĞŏĭŀĶƢ (Cyber Incident Response Team) őħĵŀĵƞŅĚĬƟŀĵȮĪňĴĶńĭĴŊŀ
ŐĸŃĨŀĭĽĬŀĚłȮėĺĶĮĶŃĔŀĭħƟĺĵĭŋėĸŅĔĶȮ/'ȮĭŋėĸŅĔĶĪňŗĪņľĬƟŅĪňŗĶńĭŐěƟĚŏľĨŋľĶŊŀĶńĭĶŅĵĚŅĬħƟŅĬėĺŅĴĴńŗĬėĚĮĸŀħĳńĵ
ĪŅĚŏĪėőĬőĸĵňĽŅĶĽĬŏĪĻěŅĔįŌƟĪňŗıĭľĶŊŀĽĚĽńĵĺƞŅĴňŏľĨŋĳńĵėŋĔėŅĴŏĔŇħĕŉŘĬĳŅĵŒĬŀĚėƢĔĶȮŐĸŃȮ0'ȮĭŋėĸŅĔĶĪňŗĪņľĬƟŅĪňŗ
ĶńĭįŇħĝŀĭŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢįŇħĮĔĨŇĪŅĚœĞŏĭŀĶƢȮ 

ĬŀĔěŅĔĬňŘȮĭĶŇļńĪėĺĶıŇěŅĶĦŅĭŋėĸŅĔĶŒĬĽƞĺĬĚŅĬŀŊŗĬĪňŗĴňĽƞĺĬŏĔňŗĵĺĕƟŀĚŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴȮȮ
ĪŅĚœĞŏĭŀĶƢȮĪňŗŀŅěŏĔŇħĕŉŘĬŐĸŃĽƞĚįĸĔĶŃĪĭŒĬľĸŅĵħƟŅĬŐĔƞĭĶŇļńĪĬŀĔŏľĬŊŀěŅĔħƟŅĬŏĪėĬŇėȮŏĝƞĬȮħƟŅĬĝŊŗŀŏĽňĵĚŐĸŃĳŅıĸńĔļĦƢȮ
ħƟŅĬĔġľĴŅĵȮħƟŅĬĔŅĶħņŏĬŇĬīŋĶĔŇěȮŏĮƦĬĨƟĬȮħńĚĬńŘĬȮĔŅĶĮĶŃĽŅĬĚŅĬŏıŊŗŀħņŏĬŇĬĔŅĶĶƞĺĴĔńĭľĬƞĺĵĚŅĬŀŊŗĬĪńŘĚĳŅĵŒĬŐĸŃĳŅĵĬŀĔȮ
ěŉĚŏĮƦĬĽŇŗĚěņŏĮƦĬŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴȮőħĵįŌƟĪňŗėĺĶŏĮƦĬĽƞĺĬľĬŉŗĚĕŀĚŐįĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀȮȮȮȮȮȮȮȮ
ĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮĶĺĴĪńŘĚœħƟĶńĭĔŅĶİƗĔİĬĪńĔļŃĪňŗěņŏĮƦĬĨŅĴĨņŐľĬƞĚȮŐĸŃľĬƟŅĪňŗŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚȮėĺĶ
ĮĶŃĔŀĭħƟĺĵĭŋėėĸŀĵƞŅĚĬƟŀĵħńĚĨƞŀœĮĬňŘȮ 

¶ įŌƟĭĶŇľŅĶȮ&Top Management' 
¶ İƙŅĵĚŅĬŏĪėőĬőĸĵňĽŅĶĽĬŏĪĻȮ&IT'  
¶ İƙŅĵĚŅĬĔġľĴŅĵŐĸŃėĺĭėŋĴĔŅĶĮĢŇĭńĨŇĨŅĴĔġľĴŅĵȮ&Legal & Compliance Officer' 
¶ ŏěƟŅľĬƟŅĪňŗėŋƟĴėĶŀĚĕƟŀĴŌĸĽƞĺĬĭŋėėĸȮ&Data Protection Officer' 
¶ İƙŅĵĽŊŗŀĽŅĶŀĚėƢĔĶȮ&Public Affairs/Media Relations' 
¶ İƙŅĵĪĶńıĵŅĔĶĭŋėėĸȮ&Human resources' 
¶ ĪňĴĭĶŇľŅĶėĺŅĴĨƞŀŏĬŊŗŀĚŒĬĔŅĶħņŏĬŇĬīŋĶĔŇěȮ&Business Continuity Team' 
¶ İƙŅĵĶńĔļŅėĺŅĴĮĸŀħĳńĵȮ&Physical Security' 

ľĬƟŅĪňŗėĺŅĴĶńĭįŇħĝŀĭĕŀĚĪňĴĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢ 
1) ĔŅĶŏİƚŅĶŃĺńĚŐĸŃĺŇŏėĶŅŃľƢĔŅĶŐěƟĚŏĨŊŀĬĳńĵėŋĔėŅĴěŅĔŀŋĮĔĶĦƢĨĶĺěěńĭ &Intrusion Detection' 
2) ŒľƟėņŐĬŃĬņĮĶŉĔļŅĭŋėĸŅĔĶĪňŗŏĔňŗĵĺĕƟŀĚĔńĭĔŅĶŒĝƟĚŅĬŏĪėőĬőĸĵňȮ&Advisory Distribution'ȮŏĔňŗĵĺĔńĭ

ěŋħŀƞŀĬȮĔŅĶĮƚŀĚĔńĬȮĕƟŀėĺĶĶŃĴńħĶŃĺńĚȮĶĺĴĪńŘĚŐěƟĚŏĨŊŀĬĳńĵėŋĔėŅĴŏĔŇħŒľĴƞŏıŊŗŀŒľƟĪŋĔėĬŒĬŀĚėƢĔĶĴňėĺŅĴĨĶŃľĬńĔ 
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3) ĔŅĶİƗĔŀĭĶĴŏıŊŗŀĽĶƟŅĚėĺŅĴĨĶŃľĬńĔ &Education and Awareness'ȮŏĔňŗĵĺĔńĭĔŅĶĶńĔļŅėĺŅĴĴńŗĬėĚ
ĮĸŀħĳńĵĪŅĚœĞŏĭŀĶƢŒľƟĔńĭĭŋėĸŅĔĶĪŋĔĶŃħńĭȮŏıŊŗŀŒľƟĪŋĔėĬŒĬŀĚėƢĔĶĨĶŃľĬńĔĶŌƟĩŉĚėĺŅĴįŇħĮĔĨŇŐĸŃĝƞĺĵŒĬĔŅĶ
ĽŀħĽƞŀĚħŌŐĸŒľƟĔńĭŀĚėƢĔĶŒĬĔŅĶĨĶĺěěńĭŐĸŃŐěƟĚŏľĨŋĔŅĶĦƢĪňŗįŇħĮĔĨŇ 

4) ĔŅĶĴňĽƞĺĬĶƞĺĴĔńĭľĬƞĺĵĚŅĬĳŅĵĬŀĔŀĚėƢĔĶȮ&Information Sharing'ȮėĺĶĔņľĬħĕńŘĬĨŀĬĔŅĶĽŊŗŀĽŅĶŐĸŃ
ĮĶŃŏĳĪĕƟŀĴŌĸȮĪňŗĽŅĴŅĶĩĬņœĮŐĭƞĚĮƤĬœħƟĔńĭĭŋėėĸĳŅĵĬŀĔȮĪńŘĚľĬƞĺĵĚŅĬĭńĚėńĭŒĝƟĔġľĴŅĵȮľĬƞĺĵĚŅĬĔņĔńĭħŌŐĸȮŀĚėƢĔĶŀŊŗĬȮ
ľĶŊŀĔŅĶĨŇħĨƞŀŏıŊŗŀĕŀėĺŅĴĝƞĺĵŏľĸŊŀěŅĔįŌƟŏĝňŗĵĺĝŅĠěŅĔĳŅĵĬŀĔŀĚėƢĔĶĪňŗŏĔňŗĵĺĕƟŀĚĔńĭŏľĨŋĔŅĶĦƢėĺŅĴĴńŗĬėĚĮĸŀħĳńĵĪŅĚœĞ
ŏĭŀĶƢŏĝƞĬȮTI-CERT,ȮTCM CERT, TB CERT ŐĸŃȮThaiȮCERTȮŏĮƦĬĨƟĬ ŏıŊŗŀŐĭƞĚĮƤĬĕƟŀĴŌĸĕƞŅĺĽŅĶħƟŅĬĳńĵėŋĔėŅĴĪŅĚȮœĞŏĭŀĶƢȮ
ŏıŊŗŀĝƞĺĵŒľƟĔŅĶĮƚŀĚĔńĬŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴœħƟŏĶŖĺĵŇŗĚĕŉŘĬȮ 

2,ȮĔŅĶİƗĔİĬŐĸŃĔŅĶĪħĽŀĭŏĮƦĬĮĶŃěņ 

įŌƟĪņľĬƟŅĪňŗĶńĭįŇħĝŀĭėĺĶœħƟĶńĭĔŅĶŀĭĶĴŏıŊŗŀİƗĔİĬŐĸŃĪħĽŀĭĔŅĶħņŏĬŇĬĚŅĬȮŏıŊŗŀŒľƟĪŋĔėĬĨĶŃľĬńĔŐĸŃ
ŏĕƟŅŒěĩŉĚľĬƟŅĪňŗėĺŅĴĶńĭįŇħĝŀĭȮŐĸŃŏĮƚŅľĴŅĵĨŅĴŐįĬĪňŗĔņľĬħȮĶĺĴĪńŘĚŏıŊŗŀŏĮƦĬĔŅĶıńĥĬŅĪńĔļŃŏıŊŗŀŒľƟĽŅĴŅĶĩ
ħņŏĬŇĬĚŅĬĨŅĴŐįĬœħƟŀĵƞŅĚĴňĮĶŃĽŇĪīŇĳŅıȮĬŀĔěŅĔĬňŘȮĭĶŇļńĪėĺĶěńħŒľƟĴňĔŅĶĪħĽŀĭŐįĬŏĮƦĬĮĶŃěņȮŏıŊŗŀĮĶŃŏĴŇĬ
ŐĸŃĪĶŅĭĩŉĚĮĶŃŏħŖĬľĶŊŀĝƞŀĚőľĺƞȮ&Gap'ȮĪňŗėĺĶıńĥĬŅȮŐĸŃŏıŇŗĴėĺŅĴĝņĬŅĠŒľƟĔńĭĭŋėĸŅĔĶĕŀĚĪňĴĶńĭĴŊŀŐĸŃ
ĨŀĭĽĬŀĚłȮőħĵĔŅĶĪħĽŀĭŐįĬėĺĶħņŏĬŇĬĔŅĶĪħĽŀĭŀĵƞŅĚĽĴŗņŏĽĴŀőħĵĪňŗœĴƞĨƟŀĚĶŀŒľƟŏĔŇħĔŅĶőěĴĨňěĶŇĚȮĪńŘĚĬňŘȮ
ĭĶŇļńĪĽŅĴŅĶĩıŇěŅĶĦŅŐĬĺĪŅĚĔŅĶİƗĔĞƟŀĴŐĸŃĪħĽŀĭŐįĬœħƟěŅĔĴŅĨĶģŅĬ Guide to Test, Training, and 
Exercise Programs for IT Plans and CapabilitiesȮSpecial Publication 6..+84ȮĕŀĚȮNation Institute of 
Standards and Technology (NIST) ľĶŊŀȮĽŅĴŅĶĩŏĕƟŅĶƞĺĴĔŅĶİƗĔĞƟŀĴĨŅĴĪňŗĽņĬńĔĚŅĬėĦŃĔĶĶĴĔŅĶĔņĔńĭŐĸŃ
ĽƞĚŏĽĶŇĴĔŅĶĮĶŃĔŀĭīŋĶĔŇěĮĶŃĔńĬĳńĵȮ&ĽņĬńĔĚŅĬȮėĮĳ,'ȮěńħŏĮƦĬĮĶŃěņœħƟ 
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ŐįĬĳŅıĽĶŋĮŐĬĺĪŅĚĔŅĶĶńĭĴŊŀĳńĵėŋĔėŅĴŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢįŇħĮĔĨŇĪŅĚœĞŏĭŀĶƢ  

&Flow ŒĬĔŅĶĶńĭĴŊŀȮCyber Incident' 

ĶŅĵĸŃŏŀňĵħĕŀĚĕńŘĬĨŀĬĔŅĶĮĢŇĭńĨŇŏıŊŗŀĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢŒĬĜĭńĭĬňŘȮĭĶŇļńĪ
ĽŅĴŅĶĩıŇěŅĶĦŅŐĬĺĪŅĚħņŏĬŇĬĔŅĶĮĶŃĵŋĔĨƢŒĝƟėĺĭėŌƞĔńĭŐįĬĶńĭĴŊŀĳńĵėŋĔėŅĴŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢįŇħĮĔĨŇ
ĪŅĚœĞŏĭŀĶƢȮ&Cyber Incident Response Plan : CIRP) ŒĬŐĬĺĮĢŇĭńĨŇȮŏĶŊŗŀĚȮĔŅĶĭĶŇľŅĶėĺŅĴĨƞŀŏĬŊŗŀĚĪŅĚīŋĶĔŇěȮ
&Business Continuity Management: BCM) ŐĸŃĔŅĶěńħĪņŐįĬĶŀĚĶńĭĔŅĶħņŏĬŇĬīŋĶĔŇěŀĵƞŅĚĨƞŀŏĬŊŗŀĚȮ&Business 
Continuity Plan: BCP) ĕŀĚĭĶŇļńĪĮĶŃĔńĬĳńĵȮı,Ļ,Ȯ0341Ȯ 
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őħĵĴňĶŅĵĸŃŏŀňĵħħńĚĬňŘ 

ĕńŘĬĨŀĬĪňŗȮ1Ȯ: ĔŅĶŏĨĶňĵĴėĺŅĴıĶƟŀĴȮ(Preparation) 

1. įĸĸńıīƢĪňŗĽņėńĠŒĬĕńŘĬĨŀĬĬňŘȮ(Key Results) 
1.1. ĴňĪĶńıĵŅĔĶĪňŗĽņėńĠĨƞŀĔŅĶĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢ 
1.2. ĴňĔĶŃĭĺĬĔŅĶȮŐĸŃĔĸœĔŒĬĔŅĶĮƚŀĚĔńĬĶŃĭĭĪňŗħňȮŏıŊŗŀĝƞĺĵĸħőŀĔŅĽĪňŗĔŅĶőěĴĨňěŃĽņŏĶŖěȮľĶŊŀĸħįĸĔĶŃĪĭěŅĔ
ĔŅĶőěĴĨňȮŀňĔĪńŘĚĵńĚŏĮƦĬĪņľĬƟŅĪňŗŒĬĔŅĶĨĶĺěěńĭėĺŅĴıĵŅĵŅĴŒĬĔŅĶĭŋĔĶŋĔœħƟŀňĔħƟĺĵ 

2. ĔŇěĔĶĶĴľĸńĔŏıŊŗŀŒľƟĭĶĶĸŋįĸĸńıīƢȮ(KeyȮActivities) 
0,/ȮĨŅĴŐĬĺĪŅĚĪňŗŐĬŃĬņĨŅĴȮBCP GuidelineȮĪňŗĔņľĬħŒľƟĭĶŇļńĪėĺĶĴňĔŅĶěńħŏĨĶňĵĴĪĶńıĵŅĔĶŐĸŃŏėĶŊŗŀĚĴŊŀ

ĪňŗěņŏĮƦĬĨƞŀĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮĪňŗėĶŀĭėĸŋĴĪńŘĚŒĬŏĶŊŗŀĚȮ 
/'ȮĔŅĶěńħŏĨĶňĵĴŏėĶŊŗŀĚĴŊŀŐĸŃĽŇŗĚŀņĬĺĵėĺŅĴĽŃħĺĔŒĬĔŅĶĽŊŗŀĽŅĶĕŀĚĭŋėĸŅĔĶįŌƟĪņľĬƟŅĪňŗĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚ

ĨƞŀŏľĨŋĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮŏĝƞĬȮĶŅĵĝŊŗŀŐĸŃĝƞŀĚĪŅĚĔŅĶĨŇħĨƞŀįŌƟĪňŗŏĔňŗĵĺĕƟŀĚŐĸŃĮĶŃĽŅĬĚŅĬŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀ
ĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮĝƞŀĚĪŅĚĔŅĶĶŅĵĚŅĬŏľĨŋĔŅĶĦƢȮĶŃĭĭŒĬĔŅĶĶŅĵĚŅĬŐĸŃĨŇħĨŅĴĕƟŀĴŌĸȮĽĩŅĬŃĔŅĶħņŏĬŇĬĔŅĶĕŀĚ
ŏľĨŋĔŅĶĦƢĪňŗœħƟĶńĭŐěƟĚȮőĮĶŐĔĶĴŏĕƟŅĶľńĽȮ&Encryption Software) ľƟŀĚĮĶŃĝŋĴȮ&War Room) ŐĸŃĽĩŅĬĪňŗěńħŏĔŖĭĪňŗĴňėĺŅĴĴńŗĬėĚ
ĮĸŀħĳńĵŏıŊŗŀŒĝƟŒĬĔŅĶěńħŏĔŖĭľĸńĔģŅĬȮ&Secure Storage Facility'ȮĕƟŀĴŌĸŐĸŃıĵŅĬĺńĨĩŋŀŊŗĬŕȮĪňŗĽņėńĠȮőħĵŏĜıŅŃľĸńĔģŅĬĪŅĚ
ħŇěŇĪńĸȮŏĮƦĬĨƟĬȮ 

0'ȮŀŋĮĔĶĦƢŐĸŃĞŀĲĨƢŐĺĶƢĽņľĶńĭĺŇŏėĶŅŃľƢŏľĨŋĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮŏĝƞĬȮŏėĶŊŗŀĚėŀĴıŇĺŏĨŀĶƢľĶŊŀŀŋĮĔĶĦƢĽņĶŀĚ
ĕƟŀĴŌĸ &Backup Device'ȮĪňŗŒĝƟĚŅĬŏıŊŗŀĔŅĶěńħŏĔŖĭĕƟŀĴŌĸĭńĬĪŉĔŏľĨŋĔŅĶĦƢȮ&Log Files) ľĶŊŀĽĶƟŅĚȮDisk Image ŏėĶŊŗŀĚĴŊŀĽņľĶńĭ
ĨĶĺěěńĭŐĸŃĺŇŏėĶŅŃľƢĕƟŀĴŌĸŒĬŏėĶŊŀĕƞŅĵėŀĴıŇĺŏĨŀĶƢȮ&Packet Sniffers and Protocol Analyzers) ŏıŊŗŀŒĝƟĻŉĔļŅıķĨŇĔĶĶĴĕŀĚȮ
Malware ľĶŊŀėĺŅĴįŇħĮĔĨŇĕŀĚŏėĶŊŀĕƞŅĵȮŏėĶŊŗŀĚėŀĴıŇĺŏĨŀĶƢĽņĶŀĚȮŏĞŇĶƢĲŏĺŀĶƢȮŐĸŃŀŋĮĔĶĦƢŏėĶŊŀĕƞŅĵĪňŗĽŅĴŅĶĩŒĝƟĪħŐĪĬ
ŀŋĮĔĶĦƢľĸńĔœħƟȮŐĸŃŀŋĮĔĶĦƢĪňŗŒĝƟŒĬĔŅĶĶĺĭĶĺĴľĸńĔģŅĬȮŏĮƦĬĨƟĬȮ 

1'ȮŐľĸƞĚĕƟŀĴŌĸŒĬĔŅĶĺŇŏėĶŅŃľƢŏľĨŋĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮ&Cyber Incident Analysis Resources) ŏĝƞĬȮ
ĶŅĵĔŅĶıŀĶƢĨĝƞŀĚĪŅĚĔŅĶŐĸĔŏĮĸňŗĵĬĕƟŀĴŌĸįƞŅĬŀŇĬŏĪŀĶƢŏĬŖĨľĶŊŀĶŃĭĭŏėĶŊŀĕƞŅĵėŀĴıŇĺŏĨŀĶƢȮ&Port Lists) ŏŀĔĽŅĶľĶŊŀėŌƞĴŊŀĔŅĶ
ŒĝƟĚŅĬĕŀĚĶŃĭĭĮĢŇĭńĨŇĔŅĶȮŐŀĮıĸŇŏėĝńŗĬȮőĮĶőĨėŀĸĪňŗŒĝƟŒĬĔŅĶĽŊŗŀĽŅĶĶŃľĺƞŅĚŏėĶŊŗŀĚėŀĴıŇĺŏĨŀĶƢȮĞŀĲĨƢŐĺĶƢĽņľĶńĭĨĶĺěěńĭ
ĔŅĶĭŋĔĶŋĔȮŐĸŃĞŀĲĨƢŐĺĶƢĮƚŀĚĔńĬœĺĶńĽȮŐįĬįńĚŏėĶŊŀĕƞŅĵŐĸŃĶŅĵĔŅĶĪĶńıĵƢĽŇĬĪŅĚĽŅĶĽĬŏĪĻĪňŗĽņėńĠȮėƞŅĮĔĨŇȮ&Current 
Baseline) ĕŀĚĶŃĭĭȮŏėĶŊŀĕƞŅĵȮŐĸŃŐŀĮıĸŇŏėĝńŗĬȮĶĺĴĪńŘĚėƞŅȮhash ĕŀĚœĲĸƢĪňŗĴňėĺŅĴĽņėńĠȮŏĮƦĬĨƟĬ 

2'ȮĞŀĲĨƢŐĺĶƢĽņľĶńĭĔŅĶĭĶĶŏĪŅŏľĨŋĳńĵėŋĔėŅĴȮŏĝƞĬȮœĲĸƢȮdisk image ĕŀĚĶŃĭĭĮĢŇĭńĨŇĔŅĶȮ&OS) ŐĸŃ
ŐŀĮıĸŇŏėĝńŗĬȮ&Application) ŏıŊŗŀŒĝƟŒĬĔŅĶĔŌƟėŊĬŐĸŃĲƘƨĬĲŌĶŃĭĭȮŏĮƦĬĨƟĬ 

ȮĪńŘĚĬňŘȮĭĶŇļńĪĽŅĴŅĶĩıŇěŅĶĦŅŏıŇŗĴŏĨŇĴœħƟŒĬŏĶŊŗŀĚħńĚĨƞŀœĮĬňŘȮ 
¶ ėŀĴıŇĺŏĨŀĶƢĪňŗŒĝƟĽņľĶńĭĔŅĶĺŇŏėĶŅŃľƢľĸńĔģŅĬĪŅĚħŇěŇĪńĸȮ&Digital Forensic Workstation' ĪňŗĨƟŀĚŐĵĔěŅĔĔŅĶ

ŒĝƟĚŅĬŀŊŗĬŕȮĶĺĴĩŉĚĔŅĶŏĝŊŗŀĴĨƞŀĪŅĚŏėĶŊŀĕƞŅĵȮŐĸŃĨƟŀĚœħƟĶńĭĔŅĶĨńŘĚėƞŅŏıŊŗŀėĺŅĴĴńŗĬėĚĮĸŀħĳńĵȮŏıŊŗŀĮƚŀĚĔńĬĔŅĶŏĕƟŅĩŉĚĕƟŀĴŌĸ
ľĸńĔģŅĬŐĸŃĔŅĶĺŇŏėĶŅŃľƢőħĵĴŇĝŀĭȮŐĸŃĔŅĶĮĬŏĮƘƨŀĬĕŀĚľĸńĔģŅĬȮ(Cross-Contamination) 

¶ Backup Device ĽņľĶńĭŒĝƟŒĬĔŅĶŏĔŖĭĕƟŀĴŌĸĨƞŅĚŕȮĪňŗěņŏĮƦĬŐĸŃŏĔňŗĵĺĕƟŀĚĔńĭȮIncident ŏĝƞĬȮlog file, screen 
capture, ĭńĬĪŉĔĔŅĶĽńĴĳŅļĦƢįŌƟŒĝƟĚŅĬȮŏĮƦĬĨƟĬ 

¶ ŏėĶŊŗŀĚėŀĴıŇĺŏĨŀĶƢĽņľĶńĭŒĝƟŒĬĔŅĶĺŇŏėĶŅŃľƢȮ&Analyst Laptop'ȮŏıŊŗŀŒĝƟŒĬĔŅĶĺŇŏėĶŅŃľƢȮMalware, ħńĔěńĭȮLive 
Packet 



 

   
ľĬƟŅ | 11  

 

¶ Sanitized Removable MediaȮĽņľĶńĭŒĝƟŒĬĔŅĶěńħŏĔŖĭĕƟŀĴŌĸĪňŗŒĝƟĪņȮDigital Forensic ĔƞŀĬĪňŗěŃĬņœĮĩƞŅĵőŀĬ
ŏĕƟŅĽŌƞȮForensic Workstation őħĵŏĜıŅŃ ŏıŊŗŀĮƚŀĚĔńĬĔŅĶĮĬŏĮƘƨŀĬľĶŊŀŏĮĸňŗĵĬŐĮĸĚľĸńĔģŅĬȮ(Cross-Contamination) 
[ŀƟŅĚŀŇĚĨŅĴNIST SP 800-88 r1 Guidelines for Media Sanitization] 

¶ ŏėĶŊŗŀĚıŇĴıƢŏėĸŊŗŀĬĪňŗȮ&Portable Printer' ĽņľĶńĭĔĶĦňĪňŗĴňėĺŅĴěņŏĮƦĬĨƟŀĚıŇĴıƢĕƟŀĴŌĸŀŀĔěŅĔĶŃĭĭĮĸŅĵĪŅĚ
ŏĮƦĬĔĶŃħŅļ 

¶ őĮĶŐĔĶĴĽņľĶńĭĺŇŏėĶŅŃľƢŐĸŃĔŌƟėŊĬĕƟŀĴŌĸľĸńĔģŅĬĪŅĚħŇěŇĪńĸȮ&Digital forensic software' ŏĝƞĬȮHard Disk 
ImageȮŏĮƦĬĨƟĬȮŏıŊŗŀŒĝƟŒĬĔŅĶľŅĕƟŀĽĶŋĮľĶŊŀĽŅŏľĨŋĕŀĚȮIncident 

¶ ŀŋĮĔĶĦƢŒĬĔŅĶŏĝŊŗŀĴĨƞŀŐĸŃŏĔŖĭĕƟŀĴŌĸľĸńĔģŅĬěŅĔŐľĸƞĚĕƟŀĴŌĸĪŅĚħŇěŇĪńĸĨƞŅĚŕȮ&Evidence gathering 
accessories' ŏĝƞĬȮComputer, Network Storage, Removable Media, Mobile DeviceȮŏĮƦĬĨƟĬ 

¶ Threat Intelligence Information ĪňŗŒľƟĕƟŀĴŌĸĳńĵėŋĔėŅĴĪňŗŏĮƦĬĪňŗĶŌƟěńĔȮŏıŊŗŀŏıŇŗĴėĺŅĴĶĺħŏĶŖĺĕŀĚĔĶŃĭĺĬĔŅĶ
ĨŀĭĽĬŀĚȮŒľƟĪĶŅĭĩŉĚĔŅĶĴňŀĵŌƞĕŀĚĳńĵėŋĔėŅĴĳŅĵŒĬĶŃĭĭœħƟŀĵƞŅĚĶĺħŏĶŖĺȮĮĶŃĔŀĭħƟĺĵȮ 

- ŏėĶŊŗŀĚĴŊŀŐĸŃĺŇīňĔŅĶĪňŗĳńĵėŋĔėŅĴŒĝƟȮ&Rfpc_rȮ?eclrŲqȮRmmjq*ȮR_argaq*ȮProcedure'Ȯ ŏĝƞĬȮProtocol ĪňŗŏĮƦĬ
ŏĮƚŅľĴŅĵĕŀĚĔŅĶőěĴĨň, Malware ĪňŗŒĝƟŒĬĔŅĶőěĴĨňȮŏĮƦĬĨƟĬ 

- ĝƞŀĚőľĺƞĪňŗŏĔňŗĵĺĕƟŀĚĔńĭĶŃĭĭŒĬėĺŅĴħŌŐĸȮ&Vulnerability Databases' ŏıŊŗŀŒĝƟĮĶŃĔŀĭĔŅĶĺŇŏėĶŅŃľƢėĺŅĴ
ĬƞŅěŃŏĮƦĬĶĺĴĩŉĚĶƞŀĚĶŀĵĪňŗŏĮƦĬœĮœħƟľŅĔŏĔŇħĔŅĶőěĴĨňĕŉŘĬ 

- Malware Indicator of Compromise (IoC)ȮĕƟŀĴŌĸĪňŗĭƞĚĝňŘĺƞŅĔŅĶĩŌĔőěĴĨňĽņŏĶŖěȮŏĝƞĬȮCryptographic 
Hash,Ȯcommonly used port listsȮ: Network port ĨƞŅĚŕȮĪňŗĩŌĔŒĝƟőħĵȮMalware ŐĸŃȮChannelȮĮĸŅĵĪŅĚĪňŗĶŃĭĭĪňŗĩŌĔ
őěĴĨňĽņŏĶŖěěŃĨƟŀĚĨŇħĨƞŀħƟĺĵŏıŊŗŀĶńĭėņĽńŗĚěŅĔįŌƟőěĴĨňľĶŊŀĽƞĚĕƟŀĴŌĸĪňŗěŅĶĔĶĶĴœħƟŀŀĔœĮȮŏĮƦĬĨƟĬ 

¶ ĶŅĵĔŅĶĪĶńıĵƢĽŇĬĽŅĶĽĬŏĪĻĪňŗĽņėńĠȮőħĵŀĵƞŅĚĬƟŀĵėĺĶĮĶŃĔŀĭħƟĺĵȮHardware, Software,ȮData, Network 
Diagram, Data Flow Diagram 

¶ ĔŅĶĻŉĔļŅŐĸŃŏĕƟŅŒěıķĨŇĔĶĶĴĔŅĶĪņĚŅĬĮĔĨŇĕŀĚĶŃĭĭȮŏėĶŊŀĕƞŅĵȮŐĸŃŐŀĮıĸŇŏėĝńŗĬ &Baseline'ȮŏıŊŗŀĝƞĺĵŒĬ
ĔŅĶĽńĚŏĔĨıķĨŇĔĶĶĴĪňŗįŇħĮĔĨŇŐĸŃĽŅĴŅĶĩĨĶĺěěńĭœħƟŏĶŖĺĕŉŘĬȮőħĵĔŅĶĨĶĺěĽŀĭĭńĬĪŉĔŏľĨŋĔŅĶĦƢȮŐĸŃĔŅĶŐěƟĚŏĨŊŀĬħƟŅĬėĺŅĴ
ĴńŗĬėĚĮĸŀħĳńĵȮŏıŊŗŀŒľƟĴňėĺŅĴėŋƟĬŏėĵŐĸŃěŃĝƞĺĵŒľƟĔŅĶĽńĚŏĔĨŏľĨŋĔŅĶĦƢŐĸŃĔŅĶŐěƟĚŏĨŊŀĬĪňŗįŇħĮĔĨŇœħƟŏĶŖĺŐĸŃŐĴƞĬĵņĴŅĔ
ĵŇŗĚĕŉŘĬ ŏĝƞĬȮNetwork, Operating System Software Whitelist, Application ŏĮƦĬĨƟĬ 

¶ ĨńĺŀĵƞŅĚĝƞŀĚĪŅĚĔŅĶĽŊŗŀĽŅĶ 
- ĽŊŗŀľĸńĔĮĶŃŏĳĪőĪĶĪńĻĬƢȮĺŇĪĵŋȮSocial Media ŐĸŃȮWebsiteȮĽņľĶńĭŒĝƟĔĶĦňĽĩŅĬĔŅĶĦƢĪňŗĮĶŃĝŅĝĬȮȮȮ

ĽƞĺĬŒľĠƞœħƟĶńĭįĸĔĶŃĪĭȮőħĵĽŅĴŅĶĩŏĸŊŀĔŒĝƟĝƞŀĚĪŅĚŒħĝƞŀĚĪŅĚľĬŉŗĚľĶŊŀľĸŅĵŕȮĝƞŀĚĪŅĚĶƞĺĴĔńĬ 
- ŀňŏĴĸȮ&Email'ȮĽņľĶńĭŒĝƟŒĬĔŅĶĨŇħĨƞŀĮĶŃĽŅĬĚŅĬĳŅĵŒĬľĬƞĺĵĚŅĬȮľĶŊŀĔńĭĳŅėīŋĶĔŇěĪňŗŏĮƦĬĪŅĚĔŅĶȮŏĝƞĬȮ

ĔŅĶĽĶŋĮĕƟŀĴŌĸĔŅĶőěĴĨňĪŅĚœĞŏĭŀĶƢĪňŗŏĔŇħĕŉŘĬȮĔŅĶĬńħĮĶŃĝŋĴȮľĶŊŀĔŅĶĮĢŇĭńĨŇĔŅĶĶƞĺĴȮŏĮƦĬĨƟĬ 
- Instant MessagingȮĽņľĶńĭŒĝƟŒĬĔŅĶĨŇħĨƞŀĽŊŗŀĽŅĶĮĶŃĽŅĬĚŅĬĳŅĵŒĬľĬƞĺĵĚŅĬľĶŊŀĔńĭĳŅėīŋĶĔŇěȮ

ĔĶĦňŏĶƞĚħƞĺĬȮŐĸŃĽŅĴŅĶĩĴňĭńĬĪŉĔĔŅĶĽŊŗŀĽŅĶœĺƟŀƟŅĚŀŇĚĳŅĵľĸńĚ 
- őĪĶĻńıĪƢĴŊŀĩŊŀȮĽņľĶńĭŒĝƟŒĬĔŅĶĨŇħĨƞŀĽŊŗŀĽŅĶĮĶŃĽŅĬĚŅĬĳŅĵŒĬľĬƞĺĵĚŅĬľĶŊŀĔńĭĳŅėīŋĶĔŇěȮĔĶĦň

ŏĶƞĚħƞĺĬ ľĶŊŀŒĝƟŒĬĔŅĶĵŊĬĵńĬŏĴŊŗŀĴňĔŅĶĽƞĚĕƟŀĴŌĸŏŀĔĽŅĶĪňŗŏĮƦĬĪŅĚĔŅĶœĮŐĸƟĺŀňĔėĶńŘĚľĬŉŗĚ 
2.1. ĔŅĶħņŏĬŇĬĔŅĶĮƚŀĚĔńĬĔƞŀĬŏĔŇħŏľĨŋ &Preventing Incidents'ȮėĺĶħņŏĬŇĬĔŅĶĨƞŀœĮĬňŘŏĮƦĬŀĵƞŅĚĬƟŀĵ 
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2.1.1. ĔŅĶĮĶŃŏĴŇĬėĺŅĴŏĽňŗĵĚȮ&Risk Assessment'ȮĭĶŇļńĪėĺĶĪņĔŅĶĮĶŃŏĴŇĬėĺŅĴŏĽňŗĵĚȮŏıŊŗŀıŇěŅĶĦŅĺƞŅ
ĴňėĺŅĴŏĽňŗĵĚŒħĭƟŅĚĪňŗŏĔňŗĵĺĕƟŀĚĔńĭĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢľĶŊŀĝƞŀĚőľĺƞħƟŅĬėĺŅĴĴńŗĬėĚĮĸŀħĳńĵȮŐĸŃėĺĶıŇěŅĶĦŅĕƟŀĴŌĸ
ěŅĔĔĶŃĭĺĬĔŅĶĪŅĚīŋĶĔŇěŐĸŃĕƟŀĴŌĸĶŅĵĔŅĶĪĶńıĵƢĽŇĬĮĶŃĔŀĭĔŅĶĮĶŃŏĴŇĬėĺŅĴŏĽňŗĵĚȮŏıŊŗŀŒľƟĪĶŅĭĩŉĚĶŃħńĭĕŀĚėĺŅĴ
ŏĽňŗĵĚĪŅĚœĞŏĭŀĶƢĪňŗŀŅěěŃŏĔŇħĨƞŀĪĶńıĵƢĽŇĬȮőħĵŀĵƞŅĚĬƟŀĵėĺĶĶŃĭŋŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĪňŗŀŅěŏĔŇħĕŉŘĬŐĸŃĽƞĚįĸĔĶŃĪĭ
ľĶŊŀĽĶƟŅĚėĺŅĴŏĽňĵľŅĵĨƞŀĶŃĭĭĚŅĬȮĕƟŀĴŌĸĽņėńĠȮŐĸŃĔŅĶħņŏĬŇĬĚŅĬĕŀĚŀĚėƢĔĶȮ 

ĪńŘĚĬňŘȮėĺĶĮĶŃŏĴŇĬėĺŅĴŏĽňŗĵĚĶĺĴĪńŘĚįĸĔĶŃĪĭĪňŗŏĔŇħĕŉŘĬěĶŇĚŒĬĶŃľĺƞŅĚĔŅĶŏĔŇħŏľĨŋȮŏıŊŗŀĮĶŃŏĴŇĬįĸĔĶŃĪĭŐĸŃ
ĴŌĸėƞŅėĺŅĴŏĽňĵľŅĵĪňŗŐĪƟěĶŇĚȮŐĸŃŏĮƦĬĕƟŀĴŌĸĮĶŃĔŀĭĔŅĶıŇěŅĶĦŅĪĭĪĺĬľĶŊŀĮĶńĭĮĶŋĚŐĬĺĪŅĚŒĬĔŅĶĶńĭĴŊŀŐĸŃĔŅĶ
ĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢĨƞŀœĮ 

2.1.2. ĔŅĶĔņľĬħŐĬĺĪŅĚĶńĔļŅėĺŅĴĴńŗĬėĚĮĸŀħĳńĵĕŀĚĶŃĭĭŐĴƞĕƞŅĵȮ&Implement Host Security 
Control)ȮŐĸŃĔŅĶėĺĭėŋĴıŊŘĬģŅĬŒĬĶŃħńĭȮEndpoint ĪňŗėĺĶĴňȮĶĺĴĪńŘĚėĺĶĔņľĬħŒľƟĴňĔŅĶĶńĔļŅėĺŅĴĴńŗĬėĚĮĸŀħĳńĵĪňŗ
ŏľĴŅŃĽĴŐĸŃĴňĴŅĨĶģŅĬȮĶĺĴĪńŘĚĔŅĶĮƕħĝƞŀĚőľĺƞŐĸŃĪņĔŅĶŐıĨĝƢĶŃĭĭŀĵƞŅĚŏľĴŅŃĽĴȮĬŀĔěŅĔĬňŘȮėĺĶĴňĔŅĶĔņľĬħĽŇĪīŇś
ĕŀĚįŌƟŒĝƟĚŅĬőħĵŒľƟĽŇĪīŇŏĪƞŅĪňŗěņŏĮƦĬĨƞŀĔŅĶĮĢŇĭńĨŇĚŅĬĪňŗœħƟĶńĭŀĬŋĠŅĨŏĪƞŅĬńŘĬȮĶĺĴĪńŘĚĶŃĭĭŐĴƞĕƞŅĵėĺĶĭńĬĪŉĔŏľĨŋĔŅĶĦƢĪňŗ
ŏĔňŗĵĺĕƟŀĚĔńĭėĺŅĴĴńŗĬėĚĮĸŀħĳńĵĪňŗĽņėńĠĕŀĚĭĶŇļńĪȮŐĸŃœħƟĶńĭĔŅĶĨŇħĨŅĴĨĶĺěĽŀĭŀĵƞŅĚĽĴŗņŏĽĴŀȮŏĝƞĬȮĔŅĶĪņȮ
HardeningȮĨńŘĚėƞŅŏıŊŗŀėĺŅĴĴńŗĬėĚĮĸŀħĳńĵȮŐĸŃȮUpdate Security Patch ŏĮƦĬĮĶŃěņȮŐĸŃȮĔŅĶĴňȮSoftware ŒĬĔŅĶ
ĮƚŀĚĔńĬŐĸŃĨĶĺěěńĭėĺŅĴįŇħĮĔĨŇŒĬĶŃĭĭȮŏĝƞĬȮMalware Prevention/Host-based Intrusion Prevention & Detection 
System ŏĮƦĬĨƟĬ 

2.1.3. ĔŅĶĶńĔļŅėĺŅĴĮĸŀħĳńĵĕŀĚŏėĶŊŀĕƞŅĵȮ&Network Security: Implement Network Security 
Control' ŏĮƦĬĔŅĶĨńŘĚėƞŅŀŋĮĔĶĦƢĪŅĚŏėĶŊŀĕƞŅĵĪňŗěņŏĮƦĬȮŏĝƞĬȮRouter ACL, Firewall, IPDS ŏĮƦĬĨƟĬȮȮŒľƟĮĢŇŏĽīĔŅĶŏĕƟŅĩŉĚĕŀĚ
ĔŇěĔĶĶĴĪńŘĚľĴħĪňŗœĴƞœħƟĶńĭŀĬŋĠŅĨȮĶĺĴĪńŘĚŀŋĮĔĶĦƢŏėĶŊŀĕƞŅĵĪńŘĚľĴħĕŀĚĭĶŇļńĪĪňŗŏĝŊŗŀĴĨƞŀĔńĭŏėĶŊŀĕƞŅĵĳŅĵĬŀĔŏıŊŗŀĮƚŀĚĔńĬŐĸŃ
ŐěƟĚŏĨŊŀĬĔŅĶĭŋĔĶŋĔȮ 

2.1.4. ĔŅĶěńħŒľƟĴňȮUser Awareness trainingȮŏıŊŗŀŒľƟĪŋĔėĬŒĬŀĚėƢĔĶȮĴňėĺŅĴĶŌƟėĺŅĴŏĕƟŅŒěȮĴňėĺŅĴĶŃĴńħĶŃĺńĚŐĸŃ
ŏĕƟŅŒěĩŉĚėĺŅĴįŇħĮĔĨŇĪňŗŏĔŇħĕŉŘĬěŅĔĔŅĶőěĴĨňĪŅĚőĞŏĭŀĶƢȮĶĺĴĪńŘĚŏĕƟŅŒěĺŇīňĔŅĶĨŀĭĽĬŀĚŒĬŏĭŊŘŀĚĨƟĬŐĸŃħņŏĬŇĬĔŅĶŐěƟĚŒľƟ
ľĬƞĺĵĚŅĬĪňŗĪņľĬƟŅĪňŗŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĶńĭĪĶŅĭŏĴŊŗŀĴňŏľĨŋĔŅĶĦƢįŇħĮĔĨŇŏĔŇħĕŉŘĬ 
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ĨńĺŀĵƞŅĚĔŅĶěńħĪņĶŅĵĔŅĶĪĶńıĵƢĽŇĬ 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

ĶŌĮĪňŗȮ2 ĨńĺŀĵƞŅĚĶŅĵĔŅĶĕƟŀĴŌĸ
ĪĶńıĵƢĽŇĬ 
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ĶŌĮĪňŗȮ3ȮĨńĺŀĵƞŅĚȮNetwork Diagram 

ĶŌĮĪňŗȮ4ȮĨńĺŀĵƞŅĚȮData Flow Diagram 
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ĨńĺŀĵƞŅĚĨŅĶŅĚĪŃŏĭňĵĬĪĶńıĵƢĽŇĬĽŅĶĽĬŏĪĻ ĨŅĴĪňŗĶŃĭŋœĺƟŒĬȮBCP GuidelineȮĕŀĚĽņĬĬńĔĚŅĬȮėĮĳ, 

/,ȮĶŅĵĔŅĶĪŃŏĭňĵĬĪĶńıĵƢĽŇĬĽŅĶĽĬŏĪĻĮĶŃŏĳĪŀŋĮĔĶĦƢȮ&Hardware' 

ŏĸĕĪŃŏĭňĵĬ
ĪĶńıĵƢĽŇĬ
ĽŅĶĽĬŏĪĻ 

ĮĶŃŏĳĪ
ŁŅĶƢħŐĺĶƢ 

ĸńĔļĦŃĔŅĶŒĝƟ
ĚŅĬ 

ĶŃħńĭėĺŅĴ
ĴńŗĬėĚĮĸŀħĳńĵȮ
&ĽŌĚ-ĮŅĬĔĸŅĚ-
Ĩŗņ' 

įŌƟŏĮƦĬŏěƟŅĕŀĚ
ŁŅĶƢħŐĺĶƢ 

įŌƟŒĝƟĚŅĬ ĪňŗĨńŘĚ ĺńĬĪňŗŏĶŇŗĴĽńĠĠŅ
ĭņĶŋĚĶńĔļŅ 

ľĴŅĵŏľĨŋ 

501232045 

 

 

Switch Switch 
NetApp 
Intercluster 

ĮŅĬĔĸŅĚ ĬŅĵ A IT IDC ĝńŘĬȮ30  
Rack A9 U40 

1ȮĴĔĶŅėĴȮ
0342 

NS-OS 
/,/,.,3 

FXH/9485 UCS Blade 
Server 

Blade Server ĽŌĚ ĬŅĵȮA IT ĝńŘĬȮ30  Rack 
B1 U3 - U9 

1ȮĴĔĶŅėĴȮ
0342 

UCSB-B200-
M3 

 

 

0,ȮĶŅĵĔŅĶĪŃŏĭňĵĬĪĶńıĵƢĽŇĬĽŅĶĽĬŏĪĻĮĶŃŏĳĪĶŃĭĭȮ&Software' 

ŏĸĕĪŃŏĭňĵĬ
ĪĶńıĵƢĽŇĬ
ĽŅĶĽĬŏĪĻ 

ĝŊŗŀ
ĞŀĲĨƢŐĺĶƢ 

ĝŊŗŀĭĶŇļńĪ
įŌƟıńĥĬŅ 

ěņĬĺĬ
ĸŇĕĽŇĪīŇś 

ĮĶŃŏĳĪ
ĞŀĲĨƢŐĺĶƢ 

ĶŅĵĸŃŏŀňĵħ
ĞŀĲĨƢŐĺĶƢ 

ĶŃħńĭėĺŅĴ
ĴńŗĬėĚĮĸŀħĳńĵ 
&ĽŌĚ-ĮŅĬĔĸŅĚ-
Ĩŗņ' 

įŌƟŏĮƦĬ
ŏěƟŅĕŀĚ
ĞŀĲĨƢŐĺĶƢ 

ĽĩŅĬĪňŗ
ěńħŏĔŖĭ
ĞŀĲĨƢŐĺĶƢ 

ĺńĬĪňŗ
ĸĚĪŃŏĭňĵĬ
ĞŀĲĪƢŐĺĶƢ 

ŏĸĕĪŃŏĭňĵĬ
ĪĶńıĵƢĽŇĬ
ŁŅĶƢħŐĺĶƢ &ŏıŊŗŀŒĝƟ
ŀƟŅĚŀŇĚ' 

VM55xx78 

 

VMware 
vCenter 

VMWare 1 Virtual 
Machine 

Vmware 
Management 

ĽŌĚ ĬŅĵ B IT Dept /ȮīńĬĺŅėĴȮ
0341 

FXH/9485 

 

 

1,ȮĶŅĵĔŅĶĪŃŏĭňĵĬĪĶńıĵƢĽŇĬĽŅĶĽĬŏĪĻĮĶŃŏĳĪĕƟŀĴŌĸȮ&Data' 

ŏĸĕĪŃŏĭňĵĬ
ĪĶńıĵƢĽŇĬ
ĽŅĶĽĬŏĪĻ 

ĮĶŃŏĳĪĕŀĚ
ĕƟŀĴŌĸ 

ĶŅĵĸŃŏŀňĵħĕŀĚ
ĽŅĶĽĬŏĪĻ 

ĶŃħńĭ
ėĺŅĴĸńĭ 

ĶŃħńĭėĺŅĴĴńŗĬėĚ
ĮĸŀħĳńĵȮ&ĽŌĚ-Ȯ
ĮŅĬĔĸŅĚ-Ĩŗņ' 

įŌƟŏĮƦĬŏěƟŅĕŀĚ
ĽŅĶĽĬŏĪĻ 

ĪňŗěńħŏĔŖĭ &ĝŊŗŀ
ĽĩŅĬĪňŗ' 

ŏĸĕĪŃŏĭňĵĬ
ĪĶńıĵƢĽŇĬĞŀĲĨƢŐĺĶƢ
&ŏıŊŗŀŒĝƟŀƟŅĚŀŇĚ' 

OIC-IT-017 

 

Information ĕƟŀĴŌĸ LogȮĕŀĚĶŃĭĭ Confidential ĽŌĚ IT IDCȮĝńŘĬȮ10 85697604 
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ĕńŘĬĨŀĬĪňŗȮ2Ȯ: ĔŅĶĨĶĺěěńĭŐĸŃĺŇŏėĶŅŃľƢȮ&Detection & Analysis' 

1. įĸĸńıīƢĪňŗĽņėńĠŒĬĕńŘĬĨŀĬĬňŘȮ(Key Results) 
1.1.ȮĔņľĬħĝƞŀĚĪŅĚĪňŗěŃŒĝƟŒĬĔŅĶĨĶĺěěńĭėĺŅĴįŇħĮĔĨŇœħƟŀĵƞŅĚŏľĴŅŃĽĴĔńĭĽĳŅıŐĺħĸƟŀĴĪňŗħŌŐĸȮőħĵĽŅĴŅĶĩıŇěŅĶĦŅ

ĨŅĴĨńĺŀĵƞŅĚŒĬĕƟŀȮ0,/ȮŴĔŅĶĔņľĬħěŋħŐĸŃĺŇīňĔŅĶĪňŗěŃŒĝƟŒĬĔŅĶĨĶĺěěńĭȮGlagbclrŵȮĕŀĚĕńŘĬĨŀĬĪňŗȮ2  
1.2.ȮħņŏĬŇĬĔŅĶĺŇŏėĶŅŃľƢȮIncident œħƟŀĵƞŅĚĶĺħŏĶŖĺŐĸŃŏľĴŅŃĽĴ 

2. ĔŇěĔĶĶĴľĸńĔŏıŊŗŀŒľƟĭĶĶĸŋįĸĸńıīƢȮ(KeyȮActivities) 

2.1. ĔŅĶĔņľĬħěŋħŐĸŃĺŇīňĔŅĶĪňŗěŃŒĝƟŒĬĔŅĶĨĶĺěěńĭȮIncident 
ĔŅĶĨĶĺěěńĭȮIncident ěŃĕŉŘĬŀĵŌƞĔńĭĶŃĭĭĪňŗŒĝƟĚŅĬŀĵŌƞȮŐĸŃĶŌĮŐĭĭĕŀĚėĺŅĴıĵŅĵŅĴŒĬĔŅĶőěĴĨňȮĮĶŃĔŀĭĔńĭĔĸœĔ

ĨƞŅĚŕȮĪňŗĪņĔŅĶĮĔĮƚŀĚĶŃĭĭŀĵŌƞȮŏıĶŅŃőħĵĪńŗĺœĮĶŃĭĭĔŅĶĮƚŀĚĔńĬěŃĪņĔŅĶŐěƟĚŏĨŊŀĬȮ(Alert) ľĶŊŀȮŏĔŖĭĭńĬĪŉĔĕƟŀĴŌĸȮ(Log) ŏıŊŗŀ
ŒĝƟŒĬĔŅĶĺŇŏėĶŅŃľƢľŅėĺŅĴįŇħĮĔĨŇħƟĺĵ 

ĸńĔļĦŃĕŀĚĕƟŀĴŌĸŐěƟĚŏĨŊŀĬĪňŗŒĝƟŒĬĔŅĶĨĶĺěěńĭŐĭƞĚœħƟŏĮƦĬȮ2 ĮĶŃŏĳĪ 

¶ Precursor ŏĮƦĬĕƟŀĴŌĸĪňŗĭƞĚĭŀĔĺƞŅȮIncident ěŃŏĔŇħĕŉŘĬŒĬŀĬŅėĨ 

¶ Indicator ŏĮƦĬĕƟŀĴŌĸĪňŗĭƞĚĭŀĔĺƞŅȮIncident œħƟŏėĵŏĔŇħĕŉŘĬľĶŊŀĔņĸńĚŏĔŇħĕŉŘĬŀĵŌƞ 

ĔŅĶŏĸŊŀĔŒĝƟŀŋĮĔĶĦƢĮƚŀĚĔńĬŐĸŃĨĶĺěěńĭȮĬŀĔěŅĔěŃĨƟŀĚıŇěŅĶĦŅėĺŅĴŏľĴŅŃĽĴĔńĭĶŃĭĭĪňŗĨƟŀĚĔŅĶěŃ
ĮƚŀĚĔńĬŐĸƟĺȮėĺĶĨƟŀĚĴňĔŅĶĮĶńĭȮFine Tune ŏıŊŗŀŒľƟĴňėĺŅĴŏľĴŅŃĽĴĔńĭĽĳŅıĔŅĶŒĝƟĚŅĬĕŀĚĶŃĭĭĬńŘĬŕ ŏĮƦĬĽņėńĠȮ 

ĨńĺŀĵƞŅĚŐľĸƞĚĕƟŀĴŌĸĔŅĶŐěƟĚŏĨŊŀĬŏıŊŗŀĨĶĺěěńĭĔŅĶĭŋĔĶŋĔĶŃĭĭėŀĴıŇĺŏĨŀĶƢŐĸŃŏėĶŊŀĕƞŅĵȮ 

ŐľĸƞĚĕƟŀĴŌĸ ėņŀīŇĭŅĵ 
ĮĶŃŏĳĪȮAlert 

IDPS ĶŃĭĭĪňŗĪņľĬƟŅĪňŗĨĶĺěěńĭŐĸŃĮƚŀĚĔńĬĔŅĶőěĴĨňőħĵŏĜıŅŃȮĪńŘĚŒĬĶŃħńĭŏėĶŊŀĕƞŅĵȮŐĸŃȮ
Endpoint ĺŇīňĔŅĶĨĶĺěěńĭĴňľĸŅĵŐĭĭŐĨĔĨƞŅĚĔńĬœĮȮĶŃĭĭĮĶŃŏĳĪĬňŘěŃĴňĔŅĶŐěƟĚŏĨŊŀĬ
ŏĴŊŗŀıĭĽŇŗĚĪňŗĨĶĚĔńĭĺŇīňĔŅĶőěĴĨňĪňŗĶŃĭĭĶŌƟěńĔ 

SIEM ĪņľĬƟŅĪňŗėĸƟŅĵȮIPDS ŐĨƞěŃĨĶĺěěńĭėĺŅĴįŇħĮĔĨŇőħĵŒĝƟĕƟŀĴŌĸȮLog ěŅĔĶŃĭĭŀŊŗĬŕ ŏıŊŗŀ
ĬņĴŅĺŇŏėĶŅŃľƢȮőħĵĮĔĨŇȮSIEM ěŃĴňĮĶŃĽŇĪīŇĳŅıœħƟĨƟŀĚĴňĔŅĶĨńŘĚėƞŅȮRule set Īňŗħňőħĵ
įŌƟŏĝňŗĵĺĝŅĠȮŐĸŃŏľĴŅŃĽĴĔńĭĽĳŅıŐĺħĸƟŀĴĪňŗȮSIEM ħŌŐĸŀĵŌƞ 

Anti-Malware 
Software 

ĪņľĬƟŅĪňŗĨĶĺěěńĭőĮĶŐĔĶĴĮĶŃĽĚėƢĶƟŅĵȮĮƤěěŋĭńĬĪņĚŅĬœħƟĪńŘĚŒĬĶŃħńĭŏėĶŊŀĕƞŅĵȮŐĸŃȮHost 
ĔŅĶĨĶĺěŏěŀȮMalware ŒĬĶŃĭĭŏĮƦĬĕƟŀĭƞĚĝňŘœħƟĪńŘĚėĺŅĴıĵŅĵŅĴŒĬĔŅĶőěĴĨňľĶŊŀĔŅĶőěĴĨň
œħƟĽņŏĶŖěĸŋĸƞĺĚŐĸƟĺ 

File Integrity 
Monitoring 

ĶŃĭĭĪňŗĪņľĬƟŅĪňŗĽŀħĽƞŀĚħŌŐĸĔŅĶŏĮĸňŗĵĬŐĮĸĚŐĔƟœĕĕŀĚœĲĸƢĽņėńĠŕȮŐĸŃěŃŐěƟĚŏĨŊŀĬŏĴŊŗŀ
ĴňĔŅĶŏĮĸňŗĵĬŐĮĸĚĕŀĚœĲĸƢőħĵœĴƞœħƟĶńĭŀĬŋĠŅĨ 
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ŐľĸƞĚĕƟŀĴŌĸ ėņŀīŇĭŅĵ 
Third-Party 
Monitoring Service 

ĭĶŇĔŅĶĽŀħĽƞŀĚħŌŐĸėĺŅĴįŇħĮĔĨŇĪňŗŏĔŇħĕňŘĬĔńĭĶŃĭĭĕŀĚŏĶŅȮőħĵŏĜıŅŃŏĴŊŗŀĶŃĭĭĕŀĚŏĶŅĩŌĔ
ĬņœĮŒĝƟőěĴĨňĶŃĭĭŀŊŗĬŕȮĳŅĵĬŀĔŀĚėƢĔĶȮĔŖŏĮƦĬĨńĺĭƞĚĝňŘœħƟĺƞŅĶŃĭĭœħƟĩŌĔĵŉħėĶŀĚőħĵįŌƟĪňŗœĴƞ
ľĺńĚħňŐĸŃĬņœĮŒĝƟŒĬĔŅĶĽĶƟŅĚėĺŅĴŏĽňĵľŅĵ 

ĮĶŃŏĳĪȮLog 
Operating System 
and Application 
Log 

ĕƟŀĴŌĸěŅĔȮLog ĕŀĚ OS ŐĸŃȮApplication ĪňŗĮĶŃĔŀĭœĮħƟĺĵĭńĬĪŉĔŏľĨŋĔŅĶĦƢľĸŅĔľĸŅĵ
ĮĶŃŏĳĪȮĽŅĴŅĶĩĩŌĔŒĝƟŒĬĔŅĶĨĶĺěěńĭŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĭŅĚŀĵƞŅĚœħƟȮĕŉŘĬŀĵŌƞĔńĭĮĶŃŏĳĪ
ĕŀĚȮLog ŐĸŃȮRule set ĪňŗŒĝƟŒĬĔŅĶĺŇŏėĶŅŃľƢ 

Network Device 
Log 

ŀŋĮĔĶĦƢŏėĶŊŀĕƞŅĵĪňŗĴňĭńĬĪŉĔĕƟŀĴŌĸĪňŗįƞŅĬŏĕƟŅŀŀĔŏėĶŊŀĕƞŅĵĔŖĽŅĴŅĶĩĩŌĔŒĝƟŒĬĔŅĶĨĶĺěěńĭ
ŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĭŅĚŀĵƞŅĚœħƟŏĝƞĬŏħňĵĺĔńĬȮĕŉŘĬŀĵŌƞĔńĭĮĶŃŏĳĪĕŀĚȮLog ŐĸŃȮRule set Īňŗ
ŒĝƟŒĬĔŅĶĺŇŏėĶŅŃľƢ 

ĕƟŀĴŌĸěŅĔŐľĸƞĚĽŅīŅĶĦŃ 
Vulnerability and 
Exploit Database 

ĕƟŀĴŌĸĝƞŀĚőľĺƞŐĸŃĺŇīňĔŅĶőěĴĨňĶŃĭĭĶŌĮŐĭĭŒľĴƞȮĽŅĴŅĶĩĩŌĔŒĝƟŏĮƦĬŏėĶŊŗŀĚĭƞĚĝňŘĳńĵėŋĔėŅĴœħƟȮ
ľŅĔĔŅĶőěĴĨňĪňŗŀŀĔĴŅŒľĴƞĬńŘĬĽŅĴŅĶĩőěĴĨňĶŃĭĭĪňŗŏĶŅħŌŐĸŀĵŌƞœħƟ 

ĭŋėėĸŏĮƦĬįŌƟŐěƟĚŏĨŊŀĬ 
ĭŋėėĸĳŅĵŒĬŀĚėƢĔĶ ĭŋėĸŅĔĶĪŋĔĨņŐľĬƞĚĽŅĴŅĶĩŏĕƟŅĶńĭĔŅĶİƗĔİĬŏıŊŗŀĝƞĺĵĽŀħĽƞŀĚħŌŐĸėĺŅĴįŇħĮĔĨŇĪňŗŏĔŇħĔńĭ

ĶŃĭĭŏĪėőĬőĸĵňĽŅĶĽĬŏĪĻœħƟ 
ĭŋėėĸĳŅĵĬŀĔŀĚėƢĔĶ ĭŋėėĸĳŅĵĬŀĔȮŏĝƞĬȮĸŌĔėƟŅĔŖĽŅĴŅĶĩŏĮƦĬŐľĸƞĚĕƟŀĴŌĸĔŅĶĪņĚŅĬįŇħĮĔĨŇĕŀĚĶŃĭĭœħƟȮ

ĬŀĔěŅĔĬňŘĵńĚĴňȮCERT ĨƞŅĚŕȮĶĺĴĩŉĚȮWhite Hat Hacker 

2.2. ĔŅĶĺŇŏėĶŅŃľƢŏľĨŋĳńĵėŋĔėŅĴľĶŊŀėĺŅĴįŇħĮĔĨŇŏĴŊŗŀœħƟĶńĭŐěƟĚ 

ĔŅĶĺŇŏėĶŅŃľƢŏľĨŋĳńĵėŋĔėŅĴľĶŊŀėĺŅĴįŇħĮĔĨŇȮėĺĶĴňėĺŅĴĩŌĔĨƟŀĚŐĴƞĬĵņŐĸŃĴňĮĶŃĽŇĪīŇĳŅıȮŏıŊŗŀŒľƟĔŅĶ
ħņŏĬŇĬĔŅĶŒĬĕńŘĬĨŀĬĨƞŀœĮĽŅĴŅĶĩħņŏĬŇĬĔŅĶœħƟŏĶŖĺŐĸŃĩŌĔĨƟŀĚĴŅĔĵŇŗĚĕŉŘĬȮ 

ĨńĺŀĵƞŅĚŏĪėĬŇėŒĬĔŅĶĺŇŏėĶŅŃľƢŏľĨŋĳńĵėŋĔėŅĴľĶŊŀėĺŅĴįŇħĮĔĨŇŏĴŊŗŀœħƟĶńĭŐěƟĚȮĴňħńĚĨƞŀœĮĬňŘ 

ŏĪėĬŇė ėņŀīŇĭŅĵ 
Profiling (Baselining) 
Networks and SystemsȮ& 
Understand Normal 
Behavior 

ĕƟŀĴŌĸĽĩŅĬŃĔŅĶĪņĚŅĬȮĔŅĶĨńŘĚėƞŅȮŐĸŃĔŅĶŒĝƟĚŅĬĮĔĨŇĕŀĚĶŃĭĭȮěŃĪņŒľƟĪĶŅĭ
œħƟŏĶŖĺĕŉŘĬŏĴŊŗŀĴňıķĨŇĔĶĶĴįŇħĮĔĨŇŏĔŇħĕŉŘĬŒĬĶŃĭĭ 

Log Retention Policy Log ěŅĔŀŋĮĔĶĦƢĨƞŅĚŕȮŏĝƞĬȮIPDS, Workstation, Servers, Network DevicesȮ
ŏĮƦĬĨƟĬȮěŃĴňėĺŅĴĽņėńĠŏĮƦĬŀĵƞŅĚĴŅĔŒĬĔŅĶĺŇŏėĶŅŃľƢľŅĽŅŏľĨŋĔŅĶőěĴĨňȮŐĸŃ
ĭńĬĪŉĔŏľĨŋĔŅĶĦƢŏĔŖĭœĺƟŏıŊŗŀľĸńĔģŅĬĪŅĚĔġľĴŅĵľĶŊŀŏĶňĵĔħŌŒĬŀĬŅėĨȮěŉĚĨƟŀĚĴň
ĔŅĶŏĔŖĭĶńĔļŅŐĸŃĮƚŀĚĔńĬŀĵƞŅĚħňȮĶĺĴĩŉĚŏĔŖĭœĺƟŏĮƦĬĶŃĵŃŏĺĸŅĪňŗŏľĴŅŃĽĴȮĨŀĭ
őěĪĵƢŒĬħƟŅĬĕŀĚĔŅĶĨŀĭĽĬŀĚŐĸŃŏĮƦĬœĮĨŅĴĔġľĴŅĵĕƟŀĭńĚėńĭ 

Perform Event Correlation ĔŅĶőěĴĨňőħĵĪńŗĺœĮĴńĔěŃĴňŏĽƟĬĪŅĚĔŅĶŏĕƟŅĩŉĚĶŃĭĭŏĮƚŅľĴŅĵĪňŗįƞŅĬŀŋĮĔĶĦƢĨƞŅĚȮŕȮ
ĭĬŏėĶŊŀĕƞŅĵȮħńĚĬńŘĬĔŅĶĺŇŏėĶŅŃľƢĔŖěņŏĮƦĬĪňŗěŃĨƟŀĚŒĝƟĕƟŀĴŌĸěŅĔĪŋĔŀŋĮĔĶĦƢĪňŗėŅħĺƞŅ
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ŏĪėĬŇė ėņŀīŇĭŅĵ 
ěŃŏĔňŗĵĺĕƟŀĚĶƞĺĴĔńĬȮ(Correlation)ȮŏıŊŗŀŒľƟŏľŖĬĩŉĚŏĽƟĬĪŅĚĔŅĶőěĴĨňȮŐĸŃĽŅŏľĨŋĪňŗ
ŐĪƟěĶŇĚĪňŗĪņŒľƟĔŅĶĭŋĔĶŋĔĮĶŃĽĭįĸĽņŏĶŖě 

Clock Synchronization ŀŋĮĔĶĦƢĪŋĔĝŇŘĬĭĬŏėĶŊŀĕƞŅĵĨƟŀĚœħƟĶńĭĔŅĶȮSynchronize  ŏĺĸŅŒľƟĨĶĚĔńĬŀĵŌƞŏĽĴŀȮ
œĴƞŏĝƞĬĬńŘĬŐĸƟĺĔŅĶȮCorrelate Event ěŃĪņœħƟĵŅĔľĶŊŀœĴƞĽŅĴŅĶĩĪņœħƟ 

Sniff and Analyze Network 
Data 

ŒĬľĸŅĵȮŕȮĔĶĦňĔŅĶħńĔěńĭĕƟŀĴŌĸĪŅĚŏėĶŊŀĕƞŅĵĕĦŃŏĔŇħŏľĨŋŏıŊŗŀĬņĴŅĶƞĺĴĔŅĶ
ĺŇŏėĶŅŃľƢĽŅĴŅĶĩĪňŗěŃŒľƟĕƟŀĴŌĸŏĭŅŃŐĽĪňŗĽņėńĠœħƟ 

Seek Assistance ŏĴŊŗŀŒħĪňŗĪňĴĨŀĭĽĬŀĚœĴƞĽŅĴŅĶĩħņŏĬŇĬĔŅĶĺŇŏėĶŅŃľƢȮIncident ŏıŊŗŀľŅĽŅŏľĨŋĪňŗ
ŐĪƟěĶŇĚŏıŊŗŀĔņěńħįŌƟĭŋĶŋĔŀŀĔěŅĔĶŃĭĭœħƟȮĔŖĽŅĴŅĶĩŒĝƟĭĶŇĔŅĶŒľƟėņŐĬŃĬņĮĶŉĔļŅ
ěŅĔĳŅĵĬŀĔĨŅĴĽĴėĺĶœħƟȮŏĝƞĬȮCERT ĨƞŅĚȮŕȮľĶŊŀĭĶŇĔŅĶěŅĔĪňŗĮĶŉĔļŅĳŅĵĬŀĔȮ
ŏĮƦĬĨƟĬ 

2.3. ĔŅĶĭńĬĪŉĔĕƟŀĴŌĸŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ 

ĨŅĴŐĬĺĪŅĚĪňŗŐĬŃĬņĨŅĴȮBCP Guideline ĪňŗĔņľĬħŒľƟĭĶŇļńĪĴňĔŅĶĭńĬĪŉĔĕƟŀĴŌĸŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴȮĞŉŗĚěŃĝƞĺĵŒľƟĔŅĶ
ĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĳńĵėŋĔėŅĴĴňĮĶŃĽŇĪīŇĳŅıŐĸŃŏĮƦĬĶŃĭĭĴŅĔĕŉŘĬȮőħĵľĬƞĺĵĚŅĬėĺĶĭńĬĪŉĔĕƟŀĴŌĸŏĔňŗĵĺĔńĭŏľĨŋĔŅĶĦƢĪňŗŏĔŇħĕŉŘĬ
ĨńŘĚŐĨƞĔŅĶĨĶĺěıĭěĬĩŉĚĔŅĶĽŇŘĬĽŋħĕŀĚŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴȮĞŉŗĚĔŅĶĭńĬĪŉĔĕƟŀĴŌĸŀŅěěńħŏĔŖĭŒĬőĮĶŐĔĶĴĮĶŃĵŋĔĨƢľĶŊŀģŅĬĕƟŀĴŌĸȮ
ŏĝƞĬȮĶŃĭĭĨŇħĨŅĴĮƤĠľŅȮ(Issues Tracking System) ŏıŊŗŀĮĶŃőĵĝĬƢŒĬĔŅĶĨŇħĨŅĴŏľĨŋĔŅĶĦƢȮĕńŘĬĨŀĬĔŅĶěńħĔŅĶȮŐĸŃŐĔƟœĕŏľĨŋ
ĳńĵėŋĔėŅĴŏıŊŗŀŒľƟĴńŗĬŒěœħƟĺƞŅŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĪňŗŏĔŇħĕŉŘĬœħƟĶńĭĔŅĶěńħĔŅĶŐĔƟœĕĳŅĵŒĬĶŃĵŃŏĺĸŅĪňŗŏľĴŅŃĽĴȮȮȮ 

ȮĪńŘĚĬňŘȮĭĶŇļńĪĽŅĴŅĶĩıŇěŅĶĦŅĮĶŃŏħŖĬħńĚĨƞŀœĮĬňŘŏıŇŗĴŏĨŇĴȮĬŀĔŏľĬŊŀěŅĔĪňŗĔņľĬħœĺƟŒĬȮBCP Guideline 
¶ ĽĩŅĬŃĮƤěěŋĭńĬĕŀĚȮIncident ĨƟŀĚœħƟĶńĭĔŅĶŀńıŏħĪĨŅĴěĶŇĚĪňŗŏĮƦĬŀĵŌƞȮŏĝƞĬȮNew, In Progress, 

Forwarded for investigation, ResolvedȮŏĮƦĬĨƟĬ 
¶ ĽĶŋĮŏľĨŋĔŅĶĦƢĪňŗŏĔŇħĨńŘĚŐĨƞĔŅĶĨĶĺěıĭĩŉĚĔŅĶŐĔƟœĕŏĽĶŖěŏĶňĵĭĶƟŀĵ 
¶ ĽŇŗĚĪňŗŏĮƦĬĨńĺĭƞĚĝňŘĔŅĶĴňŀĵŌƞĕŀĚȮIncidentȮŏĝƞĬȮĔŅĶĪņĚŅĬĕŀĚĶŃĭĭįŇħœĮěŅĔŏħŇĴȮĴňĔŅĶŐĽħĚįĸĪňŗįŇħĮĔĨŇ

ĪŅĚľĬƟŅěŀėŀĴıŇĺŏĨŀĶƢȮĶŃħńĭĔŅĶŒĝƟĚŅĬĪĶńıĵŅĔĶȮŏĝƞĬȮRAM ĴŅĔĕŉŘĬŀĵƞŅĚįŇħĽńĚŏĔĨȮŐĸŃĔŅĶĴňĕƟŀėĺŅĴĕŌƞĔĶĶőĝĔ
ĪĶńıĵƢĮĶŅĔġĭĬľĬƟŅěŀėŀĴıŇĺŏĨŀĶƢȮŏĮƦĬĨƟĬ 

¶ Incident ŀŊŗĬĪňŗŀŅěĴňėĺŅĴŏĔňŗĵĺĕƟŀĚĔńĬ 
¶ ĶŅĵĔŅĶĔŇěĔĶĶĴőħĵĸŃŏŀňĵħĪňŗĽŋħĪňŗįŌƟĨŀĭĽĬŀĚœħƟĔĶŃĪņœĮŒĬĶŃľĺƞŅĚĔŅĶĶńĭĴŊŀȮIncident 
¶ ľƞĺĚőĞƞľĸńĔģŅĬȮ(Chain of Custody) ŏıŊŗŀėĚœĺƟĞŉŗĚėĺŅĴĩŌĔĨƟŀĚĬƞŅŏĝŊŗŀĩŊŀĕŀĚľĸńĔģŅĬ 
¶ ĶŅĵĔŅĶľĸńĔģŅĬĪňŗĴňĔŅĶěńħŏĔŖĭĶŃľĺƞŅĚĔŅĶĶńĭĴŊŀȮIncident 
¶ ėĺŅĴėŇħŏľŖĬěŅĔįŌƟĪňŗĪņĔŅĶĶńĭĴŊŀȮIncident 
¶ ĔŅĶħņŏĬŇĬĔŅĶŒĬĸņħńĭĩńħœĮ 
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ĨńĺŀĵƞŅĚĲŀĶƢĴĔŅĶĭńĬĪŉĔĕƟŀĴŌĸŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ ĨŅĴĪňŗĶŃĭŋœĺƟŒĬȮBCP GuidelineȮĕŀĚĽņĬĬńĔĚŅĬȮėĮĳ, 

ŐĭĭĲŀĶƢĴĭńĬĪŉĔĕƟŀĴŌĸŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ 
ĝŊŗŀŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ  ľĴŅĵŏĸĕĕŀĚŏľĨŋĔŅĶĦƢĳńĵ

ėŋĔėŅĴ 
 

ĺńĬĪňŗĭńĬĪŉĔŏľĨŋĔŅĶĦƢĳńĵ
ėŋĔėŅĴ 

 ľĴŅĵŏĸĕĕŀĚŏľĨŋĔŅĶĦƢĳńĵ
ėŋĔėŅĴŀŊŗĬŕȮĪňŗŏĔňŗĵĺĕƟŀĚĔńĭ
ŏľĨŋĔŅĶĦƢĬňŘ 

 

ĕƟŀĴŌĸĕŀĚįŌƟŐěƟĚŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ ĕƟŀĴŌĸĕŀĚŏěƟŅľĬƟŅĪňŗįŌƟĶńĭĴŊŀŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ 
ĝŊŗŀȮůȮĬŅĴĽĔŋĸ  ĝŊŗŀȮůȮĬŅĴĽĔŋĸ  
ľĬƞĺĵĚŅĬ  őĪĶĻńıĪƢ  
őĪĶĻńıĪƢ  ŀňŏĴĸ  ŀňŏĴĸ  
ĺńĬĪňŗŐĸŃŏĺĸŅŏĔŇħŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ   
ĺńĬĪňŗŐĸŃŏĺĸŅıĭŏľĨŋĳńĵĔŅĶĦƢėŋĔėŅĴ   
ĺńĬĪňŗŐĸŃŏĺĸŅĶŅĵĚŅĬŏľĨŋĳńĵėŋĔėŅĴ  

ĶŅĵĸŃŏŀňĵħŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ 
- ĽŇŗĚĪňŗŏĔŇħĕŉŘĬ 
- ŏĔŇħĕŉŘĬŀĵƞŅĚœĶ 
- ĪņœĴěŉĚŏĔŇħĕŉŘĬ 
- ĔŅĶĮĶŃŏĴŇĬĪĶńıĵƢĽŇĬĽŅĶĽĬŏĪĻĪňŗŏĽňĵľŅĵ 
- įĸĔĶŃĪĭĪŅĚīŋĶĔŇě 
- ĝƞŀĚőľĺƞĪňŗıĭ-ĨńĺĭƞĚĝňŘĕŀĚŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ 

ĔŅĶħņŏĬŇĬĔŅĶĪńŘĚľĴħĕŀĚĪňĴĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚ
ĳńĵėŋĔėŅĴŒĬŏľĨŋĔŅĶĦƢĬňŘ 

ĔŅĶħņŏĬŇĬĔŅĶŒĬĕńŘĬĩńħœĮĕŀĚĪňĴĶńĭĴŊŀŐĸŃ
ĨŀĭĽĬŀĚĳńĵėŋĔėŅĴŒĬŏľĨŋĔŅĶĦƢĬňŘ 

 
 

 

 

ėƞŅŒĝƟěƞŅĵŒĬĔŅĶĲƘƨĬėŊĬĽŌƞĽĳŅıĮĔĨŇ ĶŅĵĔŅĶľĸńĔģŅĬĪňŗĶĺĭĶĺĴĶŃľĺƞŅĚĔŅĶĽŊĭĽĺĬ
ŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ 

 
 
 

 

 
 
 
 
 

ĽĶŋĮĽŅĶŃĽņėńĠĕŀĚŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴ 
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2.4. ĔŅĶĺŇŏėĶŅŃľƢįĸĔĶŃĪĭŐĸŃĔŅĶěńħĸņħńĭėĺŅĴĽņėńĠĕŀĚȮIncident 

ĔŅĶĺŇŏėĶŅŃľƢįĸĔĶŃĪĭŐĸŃėĺŅĴĶŋĬŐĶĚȮŏıŊŗŀěńħĸņħńĭėĺŅĴĽņėńĠĕŀĚȮIncident ŐĸŃĝƞĺĵŒĬĔŅĶĨńħĽŇĬŒěŏĝŇĚĔĸĵŋĪīƢ
ŏıŊŗŀħņŏĬŇĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪňŗŏĔŇħĕŉŘĬœħƟŀĵƞŅĚŏľĴŅŃĽĴĳŅĵŒĨƟĪĶńıĵŅĔĶĪňŗĴňŀĵŌƞŀĵƞŅĚěņĔńħĕŀĚĭĶŇļńĪȮŐĸŃ
ĸħįĸĔĶŃĪĭĪŅĚīŋĶĔŇěŒľƟĬƟŀĵĸĚĪňŗĽŋħȮ 

ĨńĺŀĵƞŅĚȮŐĬĺĪŅĚĔŅĶĔŅĶĔņľĬħŐĬĺĪŅĚŒĬĔŅĶĺŇŏėĶŅŃľƢįĸĔĶŃĪĭŐĸŃĔŅĶěńħĸņħńĭėĺŅĴĽņėńĠĕŀĚȮIncidentȮőħĵ
ŀĵƞŅĚĬƟŀĵėĺĶėĶŀĭėĸŋĴŒĬħƟŅĬȮįĸĔĶŃĪĭĨƞŀĔŅĶŒľƟĭĶŇĔŅĶȮ&Functional Impact'ȮįĸĔĶŃĪĭĨƞŀĕƟŀĴŌĸȮ&Information 
Impact'ȮŐĸŃėĺŅĴĽŅĴŅĶĩŒĬĔŅĶĲƘƨĬĲŌĶŃĭĭȮ&Recoverability'ȮȮ 

ĮƤěěńĵŒĬĔŅĶıŇěŅĶĦŅ ėņŀīŇĭŅĵ 
įĸĔĶŃĪĭĨƞŀĔŅĶŒľƟĭĶŇĔŅĶȮ 
&Functional Impact' 

įĸĔĶŃĪĭĨƞŀĔŅĶŒľƟĭĶŇĔŅĶȮŐĸŃĔŅĶħņŏĬŇĬĚŅĬĕŀĚľĬƞĺĵĚŅĬĪňŗŏĔŇħĳńĵėŋĔėŅĴȮőħĵėĺĶ
ıŇěŅĶĦŅįĸĔĶŃĪĭĪňŗŏĔŇħĕŉŘĬĪńŘĚŒĬĮƤěěŋĭńĬȮŐĸŃįĸĔĶŃĪĭĪňŗĴňőŀĔŅĽŏĔŇħĕŉŘĬľŅĔŏľĨŋĔŅĶĦƢ
ĳńĵėŋĔėŅĴĵńĚœĴƞĩŌĔėĺĭėŋĴőħĵĪńĬĪňȮĞňŗĚĶĺĴĩŉĚįĸĔĶŃĪĭĪŅĚħƟŅĬĔŅĶĮĢŇĭńĨŇĚŅĬĕŀĚĶŃĭĭȮIT 
ĞŉŗĚĽƞĚįĸőħĵĨĶĚĨƞŀĔŅĶħņŏĬŇĬīŋĶĔŇěȮ(Impact to Business)ȮĪňŗĪņŒľƟŏĔŇħėĺŅĴĕńħĕƟŀĚľĶŊŀ
ŏĽňĵľŅĵĨƞŀīŋĶĔŇěȮĞŉŗĚľŅĔœĴƞœħƟĶńĭĔŅĶŐĔƟœĕőħĵŏĶŖĺŀŅěěŃĴňįĸŏĽňĵĴŅĔĵŇŗĚĕŉŘĬ 

įĸĔĶŃĪĭĨƞŀĕƟŀĴŌĸ 
&Information Impact' 

įĸĔĶŃĪĭĨƞŀĕƟŀĴŌĸȮėĺĶıŇěŅĶĦŅȮ3ȮħƟŅĬȮœħƟŐĔƞȮħƟŅĬĔŅĶĶńĔļŅėĺŅĴĸńĭȮ&Confidentiality) ħƟŅĬ
ĔŅĶĶńĔļŅėĺŅĴėĶĭĩƟĺĬȮ&Integrity) ŐĸŃħƟŅĬĔŅĶĶńĔļŅĽĳŅııĶƟŀĴŒĝƟȮ&Availability) ĶĺĴĪńŘĚėĺĶ
ıŇěŅĶĦŅĺƞŅŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĽƞĚįĸĨƞŀĔŅĶħņŏĬŇĬĚŅĬőħĵĶĺĴĕŀĚĭĶŇļńĪŀĵƞŅĚœĶȮŐĸŃĽƞĚįĸĨƞŀ
ĕƟŀĴŌĸĽņėńĠĕŀĚĭĶŇļńĪȮ&Sensitive Information' ŀĵƞŅĚœĶȮŏĝƞĬȮĕƟŀĴŌĸĩŌĔĪņĸŅĵȮľĶŊŀĽŌĠľŅĵȮľĶŊŀ
ĶńŗĺœľĸȮľĶŊŀĔŅĶŐĔƟœĕőħĵœĴƞœħƟĶńĭŀĬŋĠŅĨȮŏĮƦĬĨƟĬ 

ėĺŅĴĽŅĴŅĶĩŒĬĔŅĶĲƘƨĬĲŌ
ĶŃĭĭȮ&Recoverability' 

ėĺŅĴĽŅĴŅĶĩŒĬĔŅĶĲƘƨĬĲŌĶŃĭĭȮėĺĶıŇěŅĶĦŅěŅĔĶŃĵŃŏĺĸŅŐĸŃĪĶńıĵŅĔĶĪňŗĨƟŀĚŒĝƟŒĬĔŅĶĲƘƨĬĲŌ
ĶŃĭĭěŅĔŏľĨŋĳńĵėŋĔėŅĴȮĞŉŗĚėĺŅĴĶŋĬŐĶĚĕŀĚŏľĨŋĳńĵėŋĔėŅĴŐĸŃĮĶŃŏĳĪĕŀĚĪĶńıĵƢĽŇĬ
ĽŅĶĽĬŏĪĻȮŏĝƞĬȮĶŃĭĭȮŐĸŃĕƟŀĴŌĸȮŏĮƦĬĨƟĬȮĪňŗœħƟĶńĭįĸĔĶŃĪĭěŃŏĮƦĬĽƞĺĬĽņėńĠŒĬĔŅĶıŇěŅĶĦŅ
ėĺŅĴĽŅĴŅĶĩȮľĶŊŀėĺŅĴĵŅĔĚƞŅĵŒĬĔŅĶĲƘƨĬĲŌĶŃĭĭȮȮĶĺĴĪńŘĚĪĶńıĵŅĔĶĪňŗěņŏĮƦĬĨƟŀĚŒĝƟ 

ĨŅĶŅĚĪňŗȮ/ȮėņŀīŇĭŅĵįĸĔĶŃĪĭħƟŅĬĨƞŅĚŕ 

ĶŃħńĭĕŀĚȮ 
Functional Impact 

ėņĬŇĵŅĴ 

None œĴƞĴňįĸĔĶŃĪĭŒĬĔŅĶŒľƟĭĶŇĔŅĶľĶŊŀħņŏĬŇĬĚŅĬĨŅĴĮĔĨŇ 
Low ĴňįĸĬƟŀĵĴŅĔĨƞŀĔĶŃĭĺĬĔŅĶĪņĚŅĬľĸńĔȮĪņŒľƟĝƟŅĸĚĭƟŅĚȮŐĨƞįĸĪňŗœħƟĵńĚėĶĭĩƟĺĬĽĴĭŌĶĦƢ 
Medium œĴƞĽŅĴŅĶĩŒľƟĭĶŇĔŅĶĪňŗėĶĭĩƟĺĬĽĴĭŌĶĦƢĔńĭįŌƟŒĝƟĚŅĬĭŅĚĔĸŋƞĴȮĪńŘĚĳŅĵŒĬŐĸŃĳŅĵĬŀĔ 
High œĴƞĽŅĴŅĶĩŒľƟĭĶŇĔŅĶĔńĭįŌƟŒħœħƟŀňĔĨƞŀœĮȮŏĮƦĬĔŅĶľĵŋħĝŃĚńĔőħĵĽĴĭŌĶĦƢ 

ĨŅĶŅĚĪňŗȮ0ȮĶŃħńĭĕŀĚȮFunctional Impact 

ĶŃħńĭĕŀĚȮ
Information Impact 

ėņĬŇĵŅĴ 

None œĴƞĴňĕƟŀĴŌĸĶńŗĺœľĸȮĩŌĔŏĮĸňŗĵĬŐĮĸĚȮĪņĸŅĵȮľĶŊŀŏĕƟŅĩŉĚȮőħĵĪňŗœĴƞœħƟĶńĭŀĬŋĠŅĨ 
Privacy Breach ĕƟŀĴŌĸĪňŗŒĝƟĶŃĭŋĨńĺĭŋėėĸȮ(Personal Identifiable Information; PII) ĶńŗĺœľĸľĶŊŀĩŌĔŏĕƟŅĩŉĚőħĵœĴƞœħƟĶńĭŀĬŋĠŅĨ 
Proprietary Breach ĕƟŀĴŌĸėĺŅĴĸńĭĪňŗŒĝƟŒĬĔŅĶħņŏĬŇĬīŋĶĔŇě ĶńŗĺœľĸȮľĶŊŀĩŌĔŏĕƟŅĩŉĚőħĵœĴƞœħƟĶńĭŀĬŋĠŅĨ 
Integrity Loss ĕƟŀĴŌĸĪňŗŏĮƦĬȮPrivacy ŐĸŃȮPropriety ĩŌĔŏĮĸňŗĵĬŐĮĸĚȮľĶŊŀĪņĸŅĵȮőħĵœĴƞœħƟĶńĭŀĬŋĠŅĨ 

ĨŅĶŅĚĪňŗȮ1 ĶŃħńĭĕŀĚȮInformation Impact 
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ĶŃħńĭĕŀĚȮ
Recoverability Effort 

ėņĬŇĵŅĴ 

Regular ŏĺĸŅŒĬĔŅĶĔŌƟėŊĬĽŅĴŅĶĩėŅħĔŅĶĦƢœħƟȮőħĵŒĝƟĪĶńıĵŅĔĶĪňŗĴň 
Supplemented ŏĺĸŅŒĬĔŅĶĔŌƟėŊĬĽŅĴŅĶĩėŅħĔŅĶĦƢœħƟȮŐĨƞĨƟŀĚĴňĔŅĶěńħľŅĪĶńıĵŅĔĶŏıŇŗĴ 
Extended ŏĺĸŅŒĬĔŅĶĔŌƟėŊĬœĴƞĽŅĴŅĶĩėŅħĔŅĶĦƢœħƟȮĨƟŀĚŒĝƟĪĶńıĵŅĔĶŐĸŃėĺŅĴĝƞĺĵŏľĸŊŀěŅĔĳŅĵĬŀĔ 
Not Recoverable ĔŅĶĔŌƟėŊĬœĴƞĽŅĴŅĶĩĪņœħƟȮŒĝƟĔńĭĽĩŅĬĔŅĶĦƢĪňŗĕƟŀĴŌĸœħƟĶńŗĺœľĸĽŌƞĽŅīŅĶĦŃŐĸƟĺȮŏĮƦĬĨƟĬȮŒľƟŒĝƟĺŇīňĔŅĶĨŇħĨŅĴŐĸŃ

ěņĔńħĔŅĶŐıĶƞĔĶŃěŅĵȮĶĺĴĩŉĚĔŅĶŏĵňĵĺĵŅįĸĔĶŃĪĭ 
ĨŅĶŅĚĪňŗȮ2 ĶŃħńĭĕŀĚȮRecoverability Effort 

2.5. ĔŅĶĨŇħĨƞŀĮĶŃĽŅĬĚŅĬŐĸŃŐěƟĚĕƟŀĴŌĸŒľƟĔńĭĭŋėĸŅĔĶħƟŅĬŀŊŗĬŕ 
ĨŅĴŐĬĺĪŅĚĪňŗŐĬŃĬņŒĬȮBCP GuidelineȮĪňŗĔņľĬħŒľƟĪňĴĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚłȮėĺĶħņŏĬŇĬĔŅĶŐěƟĚ

ĕƟŀĴŌĸŏĔňŗĵĺĔńĭŏľĨŋĳńĵėŋĔėŅĴĔńĭįŌƟĪňŗŏĔňŗĵĺĕƟŀĚŏıŊŗŀŒľƟĪŋĔėĬĽŅĴŅĶĩħņŏĬŇĬĔŅĶĨŅĴľĬƟŅĪňŗėĺŅĴĶńĭįŇħĝŀĭĪňŗœħƟĔņľĬħœĺƟȮȮȮȮȮ
ĪńŘĚĬňŘȮĭĶŇļńĪėĺĶĴňĕƟŀĔņľĬħŏĔňŗĵĺĔńĭĔŅĶŐěƟĚĕƟŀĴŌĸŏľĨŋĳńĵėŋĔėŅĴȮĕƟŀĴŌĸŀŃœĶĭƟŅĚĪňŗĨƟŀĚĶŅĵĚŅĬȮĶŅĵĚŅĬĨƞŀŒėĶȮŐĸŃŏĴŊŗŀŒħȮ
őħĵŀĵƞŅĚĬƟŀĵėĺĶĔņľĬħĭŋėėĸįŌƟĶńĭĶŅĵĚŅĬȮĕƟŀĴŌĸĪňŗĨƟŀĚĶŅĵĚŅĬȮŐĸŃŏĺĸŅĪňŗĨƟŀĚĶŅĵĚŅĬȮĶĺĴĩŉĚľĬƞĺĵĚŅĬĨƞŅĚŕȮĪńŘĚĳŅĵŒĬ
ŐĸŃĳŅĵĬŀĔĪňŗĨƟŀĚœħƟĶńĭŐěƟĚŐĸƟĺȮĪńŘĚĬňŘȮĭĶŇļńĪĽŅĴŅĶĩıŇěŅĶĦŅĮƤěěńĵŒĬŏĶŊŗŀĚħńĚĨƞŀœĮĬňŘĮĶŃĔŀĭĔŅĶıŇěŅĶĦŅŏıŊŗŀĔņľĬħ
ŐĬĺĪŅĚŒĬĔŅĶĨŇħĨƞŀĮĶŃĽŅĬĚŅĬŐĸŃŐěƟĚĕƟŀĴŌĸŒľƟĔńĭįŌƟĪňŗŏĔňŗĵĺĕƟŀĚ 

¶ ŏĮƦĬįŌƟœħƟĶńĭįĸĔĶŃĪĭěŅĔȮIncident 
¶ ŏĮƦĬįŌƟĪňŗĴňľĬƟŅĪňŗĨńħĽŇĬŒěŒĬĔŅĶħņŏĬŇĬĔŅĶĪňŗŏĔňŗĵĺĕƟŀĚĔńĭȮIncident 
¶ ŏĮƦĬįŌƟĪňŗĴňľĬƟŅĪňŗĶńĭįŇħĝŀĭĔņľĬħŒĬĬőĵĭŅĵŐĸŃŐįĬȮ 
¶ ŏĮƦĬįŌƟĪňŗĴňľĬƟŅĪňŗĶńĭįŇħĝŀĭĨŅĴĪňŗĔġľĴŅĵĔņľĬħ 

ĔŅĶŐěƟĚŏĨŊŀĬŏľĨŋĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢŐĔƞįŌƟĪňŗŏĔňŗĵĺĕƟŀĚȮĭŋėĸŅĔĶľĶŊŀľĬƞĺĵĚŅĬĪňŗėĺĶœħƟĶńĭĔŅĶ
ŐěƟĚŏľĨŋĳńĵėŋĔėŅĴȮĴňħńĚĨƞŀœĮĬňŘ 

¶ įŌƟĭĶŇľŅĶȮ&Top Management) 
¶ įŌƟĭĶŇľŅĶŏĪėőĬőĸĵňĽŅĶĽĬŏĪĻĶŃħńĭĽŌĚ (CIO) 
¶ įŌƟĭĶŇľŅĶėĺŅĴĴńŗĬėĚĮĸŀħĳńĵĽŅĶĽĬŏĪĻ (CISO) ľĶŊŀȮľńĺľĬƟŅľĬƞĺĵĚŅĬĔŅĶĶńĔļŅėĺŅĴ

ĴńŗĬėĚĮĸŀħĳńĵĪŅĚŏĪėőĬőĸĵňĽŅĶĽĬŏĪĻȮ&Head of Information Security) 
¶ ĪňĴĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢŀŊŗĬŕȮĕŀĚĭĶŇļńĪ 
¶ ĪňĴĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢĳŅĵĬŀĔĭĶŇļńĪȮ&ĨŅĴėĺŅĴŏľĴŅŃĽĴ' 
¶ ŏěƟŅĕŀĚĶŃĭĭĚŅĬȮ&System Owner' 
¶ İƙŅĵĪĶńıĵŅĔĶĭŋėėĸȮ&Human Resources'Ȯ 
¶ İƙŅĵĽŊŗŀĽŅĶŀĚėƢĔĶȮ&ĽņľĶńĭŏľĨŋĔŅĶĦƢĪňŗěņŏĮƦĬĨƟŀĚŒľƟĔŅĶĮĶŃĝŅĽńĴıńĬīƢ' 
¶ İƙŅĵĔġľĴŅĵȮ&ĽņľĶńĭŏľĨŋĔŅĶĦƢĪňŗŀŅěĴňĕƟŀŏĔňŗĵĺĕƟŀĚĪŅĚĔġľĴŅĵ' 
¶ ĪňĴĭĶŇľŅĶėĺŅĴĨƞŀŏĬŊŗŀĚŒĬĔŅĶħņŏĬŇĬīŋĶĔŇěȮ&Business Continuity Team' 
¶ ĪňĴĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢĺŇĔķĨȮ&Crisis Management Team'Ȯ 
¶ ľĬƞĺĵĚŅĬĔņĔńĭȮ&Regulators) / ĪňĴȮTI-CERTȮ- ĽņĬńĔĚŅĬȮėĮĳ, 
¶ ľĬƞĺĵĚŅĬȮCERT (Computer Emergency Response Team) ŏĝƞĬȮThai-CERT 
¶ ľĬƞĺĵĚŅĬĭńĚėńĭŒĝƟĔġľĴŅĵĪňŗŏĔňŗĵĺĕƟŀĚȮ&Law Enforcer) 
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3. ĕƟŀėĺĶĶŃĺńĚȮ(Cautions) 

ĔŅĶěńħĸņħńĭėĺŅĴĽņėńĠĕŀĚĔŅĶĨŀĭĽĬŀĚĨƞŀȮCyber Incident ėĺĶŒľƟėĺŅĴĽņėńĠĔńĭȮIncident ĪňŗĴňįĸĨƞŀ
ėĺŅĴŀĵŌƞĶŀħĕŀĚīŋĶĔŇěĔƞŀĬŏĮƦĬŀńĬħńĭŐĶĔȮĪňŗĽƞĚįĸĔĶŃĪĭŒĬħƟŅĬŏĝŊŗŀĴńŗĬĨƞŀĳŅıĸńĔļĦƢŐĸŃĝŊŗŀŏĽňĵĚ 
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ĕńŘĬĨŀĬĪňŗȮ3Ȯ: ĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵȮĔŅĶĔņěńħĽŅŏľĨŋĕŀĚĳńĵėŋĔėŅĴȮŐĸŃĔŅĶĔŌƟėŊĬȮ&Containment, 
Eradication & Recovery) 

1. įĸĸńıīƢĪňŗĽņėńĠŒĬĕńŘĬĨŀĬĬňŘȮ(Key Results) 
1.1. ĔŅĶŏĸŊŀĔĺŇīňĔŅĶŒĬĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵĪňŗŏľĴŅŃĽĴ 
1.2. ĔŅĶěńħŏĔŖĭŐĸŃĶńĔļŅľĸńĔģŅĬĪŅĚħŇěŇĪńĸ 
1.3. ĔŅĶĔŌƟėŊĬĶŃĭĭŒľƟĔĸńĭĴŅĪņĚŅĬĮĔĨŇ 

2. ĔŇěĔĶĶĴľĸńĔŏıŊŗŀŒľƟĭĶĶĸŋįĸĸńıīƢȮ(KeyȮActivities) 
2.1. ıŇěŅĶĦŅĺŇīňĔŅĶŒĬĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵ 
ĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵĴňėĺŅĴěņŏĮƦĬŀĵƞŅĚĵŇŗĚĪňŗěŃĮƚŀĚĔńĬœĴƞŒľƟėĺŅĴŏĽňĵľŅĵĔĶŃěŅĵŀŀĔœĮŏĮƦĬĺĚĔĺƟŅĚȮĽĶƟŅĚ

įĸĔĶŃĪĭĨƞŀĪĶńıĵŅĔĶŒĬĔŅĶħņŏĬŇĬīŋĶĔŇěŀŊŗĬŕȮŐĸŃĵńĚŏĮƦĬĔŅĶŏĮƕħıŊŘĬĪňŗȮŏıŇŗĴĶŃĵŃŏĺĸŅŒľƟĪňĴĪňŗĶńĭĴŊŀȮIncident ĴňŏĺĸŅŒĬ
ĔŅĶėŇħľŅĽŅŏľĨŋȮŐĸŃĺŇīňĔŅĶŐĔƟĮƤĠľŅĪňŗĩŅĺĶœħƟ 

ĕƟŀĽņėńĠĕŀĚĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵȮėŊŀȮĔŅĶĨńħĽŇĬŒěŏĸŊŀĔŒĝƟĺŇīňĔŅĶĪňŗŏľĴŅŃĽĴȮőħĵĺŇīňĔŅĶĪńŗĺœĮĴňȮ
ħńĚĨƞŀœĮĬňŘ 

¶ ĮƕħĶŃĭĭȮ(Shut Down) 
¶ ĨńħĔŅĶŏĝŊŗŀĴĨƞŀĪŅĚŏėĶŊŀĕƞŅĵĪńŘĚľĴħȮ(Network disconnection)ȮĪńŘĚĬňŘȮŀŅěĴňĵĔŏĺƟĬĔŅĶŏĝŊŗŀĴĨƞŀĽņľĶńĭȮEndpoint 

Detection & Response AgentȮ&ĔĶŃĭĺĬĔŅĶĨĶĺěĽŀĭŐĸŃĨĶĺěěńĭĔŇěĔĶĶĴľĶŊŀŏľĨŋĔŅĶĦƢĪňŗĬƞŅĽĚĽńĵŒħŕȮĪňŗŏĔŇħĕŉŘĬĪňŗ
ĮĸŅĵĪŅĚŐĭĭŏĶňĵĸœĪĴƢ' 

¶ ľĵŋħĔŅĶĪņĚŅĬĕŀĚĲƤĚĔƢĝńĬĪňŗŏĔňŗĵĺĕƟŀĚȮ(Disabling Certain Functions) 
¶ Redirect Network Traffic ŐĸŃ/ľĶŊŀėĺŅĴĽĬŒěĕŀĚįŌƟĭŋĔĶŋĔœĮĵńĚȮBlackholeȮ/ȮSandboxȮ/ȮHoneypot 

ĪńŘĚĬňŘȮĔŅĶĨńħĽŇĬŒěŏĸŊŀĔŒĝƟĺŇīňĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵȮěŃĕŉŘĬŀĵŌƞĔńĭĸńĔļĦŃĽĩŅĬĔŅĶĦƢĪňŗĭĶŇļńĪĔņĸńĚŏįĝŇĠĮĶŃŏĳĪ
ĕŀĚĳńĵėŋĔėŅĴȮĶŃĭĭĚŅĬľĶŊŀĭĶŇĔŅĶĪňŗœħƟĶńĭįĸĔĶŃĪĭȮĶŃĵŃŏĺĸŅŐĸŃĪĶńıĵŅĔĶĪňŗěņŏĮƦĬĨƞŀĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵȮőħĵ
ĭĶŇļńĪĽŅĴŅĶĩıŇěŅĶĦŅŏĔĦĤƢŏıŊŗŀĔņľĬħŐĬĺĪŅĚĔŅĶėĺĭėŋĴĳńĵėŋĔėŅĴŐĸŃěņĔńħėĺŅĴŏĽňĵľŅĵœħƟĨŅĴĪňŗĔņľĬħŒĬȮŴŐįĬ
ĶńĭĴŊŀĳńĵėŋĔėŅĴŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢįŇħĮĔĨŇĪŅĚœĞŏĭŀĶƢȮ&Cyber Incident Response Plan : CIRP) ŒĬŐĬĺĮĢŇĭńĨŇȮ
ŏĶŊŗŀĚȮĔŅĶĭĶŇľŅĶėĺŅĴĨƞŀŏĬŊŗŀĚĪŅĚīŋĶĔŇěȮ&Business Continuity Management: BCM) ŐĸŃĔŅĶěńħĪņŐįĬĶŀĚĶńĭĔŅĶħņŏĬŇĬ
īŋĶĔŇěŀĵƞŅĚĨƞŀŏĬŊŗŀĚȮ&Business Continuity Plan: BCP) ĕŀĚĭĶŇļńĪĮĶŃĔńĬĳńĵȮı,Ļ,Ȯ0341ŵ 

2.2. ĔŅĶěńħŏĔŖĭŐĸŃħŌŐĸĶńĔļŅľĸńĔģŅĬĪŅĚħŇěŇĪńĸ 
ĺńĨĩŋĮĶŃĽĚėƢľĸńĔĕŀĚĔŅĶěńħŏĔŖĭľĸńĔģŅĬȮėŊŀȮŏıŊŗŀŒľƟĔŅĶŐĔƟœĕȮIncident ĽƞĚįĸĔĶŃĪĭĨƞŀīŋĶĔŇěŒľƟĬƟŀĵĪňŗĽŋħȮ

(Minimizing impact to the business) ĬŀĔěŅĔĬňŘȮľĸńĔģŅĬŀŅěĴňėĺŅĴěņŏĮƦĬĪňŗěŃĨƟŀĚŒĝƟŒĬĔŅĶħņŏĬŇĬĔŅĶĨŅĴĕńŘĬĨŀĬĪŅĚ
ĔġľĴŅĵȮħńĚĬňŘȮĔŅĶħņŏĬŇĬĔŅĶěńħŏĔŖĭľĸńĔģŅĬĪŅĚħŇěŇĪńĸȮĭĶŇļńĪĽŅĴŅĶĩħņŏĬŇĬĔŅĶőħĵıŇěŅĶĦŅĨŅĴľĸńĔĔŅĶħńĚĨƞŀœĮĬňŘ 

¶ ŏĮƦĬœĮĨŅĴĕńŘĬĨŀĬĪňŗĔņľĬħœĺƟŒĬĔġľĴŅĵĕƟŀĭńĚėńĭĪňŗŏĔňŗĵĺĔńĭľĸńĔģŅĬħŇěŇĪńĸȮŏıŊŗŀŒľƟĽŅĴŅĶĩĬņœĮŒĝƟœħƟŒĬĝńŘĬĻŅĸ 

¶ ŏĴŊŗŀľĸńĔģŅĬĴňĭńĬĪŉĔĔŅĶŏĕƟŅĩŉĚŐĸŃĔŅĶĔĶŃĪņĔŅĶŒħȮŕȮĨƞŀľĸńĔģŅĬĨĸŀħŏĺĸŅŀĵƞŅĚĶńħĔŋĴ 

¶ ĔŅĶŏĮĸňŗĵĬĨńĺįŌƟħŌŐĸěņŏĮƦĬĨƟŀĚĴňĔŅĶěńħĪņĭńĬĪŉĔľƞĺĚőĞƞľĸńĔģŅĬȮ(Chain of Custody) 
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ĶŅĵĸŃŏŀňĵħŏĔňŗĵĺĔńĭľĸńĔģŅĬȮėĺĶĮĶŃĔŀĭħƟĺĵĕƟŀĴŌĸŀĵƞŅĚĬƟŀĵħńĚĨƞŀœĮĬňŘ 
1) ĕƟŀĴŌĸŏĜıŅŃȮŏĝƞĬȮLocation, Serial Number, Model Number, Hostname, Media Access 

Control (MAC) ŐĸŃȮAddressȮŏĮƦĬĨƟĬ 
2) ĝŊŗŀȮĨņŐľĬƞĚȮŐĸŃĝƞŀĚĪŅĚĔŅĶĨŇħĨƞŀįŌƟěńħŏĔŖĭŐĸŃĶńĔļŅľĸńĔģŅĬĶŃľĺƞŅĚĔŅĶĶńĭĴŊŀȮIncident 
3) ĽĩŅĬĪňŗěńħŏĔŖĭľĸńĔģŅĬ 

ĪńŘĚĬňŘȮĭĶŇļńĪĽŅĴŅĶĩĻŉĔļŅŏıŇŗĴŏĨŇĴœħƟĪňŗŏŀĔĽŅĶȮNational Institute of Standards and Technology 
(NIST) Special Publication 6..+86 Guide to Integrating Forensic Techniques into Incident Response 

2.3. ĔŅĶĔņěńħĽŅŏľĨŋŐĸŃĔŅĶĔŌƟėŊĬĶŃĭĭŒľƟĔĸńĭĴŅĪņĚŅĬĮĔĨŇ 
ľŅĔıŇěŅĶĦŅŐįĬĳŅıȮIncident Response Life Cycle ěŃıĭĺƞŅȮŏĴŊŗŀĴňĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵȮŐĸŃĴňĔŅĶŏĔŖĭ

ľĸńĔģŅĬĕƟŀĴŌĸŏıŇŗĴŏĨŇĴŏĶňĵĭĶƟŀĵŐĸƟĺȮĕƟŀĴŌĸĪńŘĚľĴħěŃĨƟŀĚĬņĔĸńĭĴŅĺŇŏėĶŅŃľƢĨŅĴľĸńĔĔŅĶĪňŗœħƟĔĸƞŅĺœĺƟŒĬȮŴĕńŘĬĨŀĬĪňŗȮ2Ȯ
ŏĶŊŗŀĚ ĔŅĶĨĶĺěěńĭŐĸŃĺŇŏėĶŅŃľƢȮ&BcrcargmlȮ$Ȯ?l_jwqgq'ŵȮěĬĔĺƞŅěŃĽŅĴŅĶĩĔņěńħĽŅŏľĨŋĪňŗĪņŒľƟŏĔŇħȮIncident ŐĸŃ
ĝƞŀĚĪŅĚĪňŗįŌƟĭŋĔĶŋĔœħƟĽĶƟŅĚœĺƟŏıŊŗŀŏĕƟŅĴŅŒĬĶŃĭĭĪńŘĚľĴħœħƟŏĶňĵĭĶƟŀĵȮȮ 

ĨńĺŀĵƞŅĚĕŀĚĔŅĶĔņěńħĽŅŏľĨŋĪňŗĪņŒľƟŏĔŇħȮIncidentȮŐĸŃįĸĔĶŃĪĭȮŏĝƞĬ 

¶ ĔŅĶĮƕħĝƞŀĚőľĺƞĕŀĚĶŃĭĭ 
¶ ĔŅĶĵĔŏĸŇĔȮUser Account ĪňŗįŌƟĭŋĔĶŋĔŒĝƟŏĕƟŅĽŌƞĶŃĭĭ 
¶ ĔŅĶŐěƟĚŒľƟįŌƟŒĝƟĚŅĬŏĮĸňŗĵĬĶľńĽįƞŅĬ 
¶ ĔŅĶĸĭőĮĶŐĔĶĴĮĶŃŏĳĪȮBackdoor ŀŀĔěŅĔĶŃĭĭ 
¶ ĔŅĶŒĝƟĕƟŀĴŌĸȮIoC ŒĬĔŅĶĽŐĔĬľŅȮMalware ľĶŊŀĶƞŀĚĶŀĵŀŊŗĬŕȮŒĬĶŃĭĭĪňŗĵńĚľĸĚŏľĸŊŀĕŀĚįŌƟĭŋĔĶŋĔŏıŊŗŀ

ħņŏĬŇĬĔŅĶĔņěńħŒľƟŀŀĔěŅĔĶŃĭĭĪńŘĚľĴħ 

ľĸńĚěŅĔħņŏĬŇĬĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵȮĔŅĶĔņěńħĽŅŏľĨŋĕŀĚĳńĵėŋĔėŅĴŏĽĶŖěŏĶňĵĭĶƟŀĵŐĸƟĺȮĭĶŇļńĪěŉĚěŃ
ŏĕƟŅĽŌƞĔĶŃĭĺĬĔŅĶĲƘƨĬĲŌĶŃĭĭŒľƟŏĕƟŅĽŌƞĽĳŅĺŃĔŅĶĪņĚŅĬĮĔĨŇ őħĵŒĬĕńŘĬĨŀĬĬňŘĽŇŗĚĪňŗĴňėĺŅĴĽņėńĠŏĮƦĬŀĵƞŅĚĵŇŗĚȮŐĸŃėĺĶ
ŏĨĶňĵĴĔŅĶĸƞĺĚľĬƟŅŒĬŏĶŊŗŀĚħńĚĨƞŀœĮĬňŘȮ 

¶ ĔŅĶȮRestore Operating System ľĶŊŀȮApplication Software ĨƞŅĚŕ ěŅĔȮMaster Image ĪňŗĮĸŀħĳńĵ 

¶ ĔŅĶȮRestore ĕƟŀĴŌĸĔĸńĭŏĕƟŅĶŃĭĭěŅĔȮBack Up Storage 
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ĶŌĮĪňŗȮ5ȮIncident Response Life Cycle Revisit 

3. ĕƟŀėĺĶĶŃĺńĚȮ&Cautions' 
3.1.ȮĔŅĶėĺĭėŋĴėĺŅĴŏĽňĵľŅĵőħĵĔŅĶȮRedirect įŌƟĭŋĔĶŋĔœĮĵńĚȮSandbox/Honeypot őħĵĪňŗœĴƞœħƟĨńħĔŅĶŏĝŊŗŀĴĨƞŀĕŀĚȮȮȮȮȮ

įŌƟĭŋĔĶŋĔŀŀĔœĮŒĬĪńĬĪňȮŐĨƞĮĸƞŀĵŒľƟĪņĔŅĶőěĴĨňĨƞŀœĮŒĬĶŃĭĭ Sandbox ŏıŊŗŀĻŉĔļŅŏĪėĬŇė ıķĨŇĔĶĶĴ ıĶƟŀĴĪńŘĚŏĔŖĭœĺƟȮȮȮȮȮȮ
ŏĮƦĬľĸńĔģŅĬœĮĔƞŀĬĬńŘĬȮėĺĶĪņĔŅĶĮĶŉĔļŅĕŀėĺŅĴŏľŖĬěŅĔĪňĴĔġľĴŅĵĔƞŀĬĶĺĴĪńŘĚœĴƞėĺĶŒĝƟĺŇīňĔŅĶĬňŘĔńĭŀŋĮĔĶĦƢŀŊŗĬŕȮ
ĬŀĔŏľĬŊŀěŅĔĶŃĭĭĪňŗŏĮƦĬȮSandbox/HoneypotȮŏĬŊŗŀĚěŅĔĔŅĶĪňŗĮĸƞŀĵŒľƟįŌƟĭŋĔĶŋĔŀĵŌƞŒĬĶŃĭĭĨƞŀœĮľĸńĚěŅĔĪĶŅĭĺƞŅȮȮȮȮȮȮȮȮȮ
ŏĮƦĬĔŅĶőěĴĨňŐĸƟĺȮŐĸŃŏĔŇħėĺŅĴŏĽňĵľŅĵŀŊŗĬŕȮĨŅĴĴŅĳŅĵľĸńĚőħĵŏĜıŅŃĔńĭĭŋėėĸĪňŗĽŅĴȮŀĚėƢĔĶŀŅěĴňĽƞĺĬĪňŗěŃĨƟŀĚĶńĭįŇħĝŀĭ
ŏıŇŗĴŏĨŇĴŒĬĪŅĚĔġľĴŅĵőħĵœĴƞěņŏĮƦĬ 

3.2.ȮĔŅĶĬņľĸńĔģŅĬħŇěŇĪńĸŀŀĔĴŅĺŇŏėĶŅŃľƢėĺĶĔĶŃĪņĭĬĽņŏĬŅȮ(Digital Copy) ĕŀĚľĸńĔģŅĬĝŇŘĬĬńŘĬȮŐĸŃĔŅĶěńħĪņĽņŏĬŅ
ľĸńĔģŅĬėĺĶĔĶŃĪņőħĵĴňŏėĶŊŗŀĚĴŊŀĮĶŃŏĳĪȮWrite Blocker ŏıŊŗŀĮƚŀĚĔńĬĔŅĶŏĮĸňŗĵĬŐĮĸĚĨƞŀľĸńĔģŅĬĨƟĬĜĭńĭȮĽŋħĪƟŅĵĔƞŀĬ
ĬņĴŅĺŇŏėĶŅŃľƢŒľƟĪņĔŅĶŏĮĶňĵĭŏĪňĵĭȮCryptographic Hash ĕŀĚľĸńĔģŅĬĪńŘĚĽŀĚĝŇŘĬŒľƟĨĶĚĔńĬĔƞŀĬ 

3.3.ȮĕńŘĬĨŀĬĔŅĶȮRecover Operating System ľĶŊŀȮApplication ľŅĔȮMaster Image ĴňĝƞŀĚőľĺƞ 
ėĺĶĪņĔŅĶŐĔƟœĕŐĸŃȮUpdate Master Image ĔƞŀĬĪňŗěŃĴňĔŅĶȮRestore 

3.4.ȮŏĴŊŗŀĶŃĭĭŏĕƟŅĽŌƞĽĳŅĺŃĮĔĨŇŐĸƟĺĨƟŀĚĴňĔŅĶȮMonitor ŏľĨŋĔŅĶĦƢĺƞŅĵńĚŏĔŇħĔŅĶőěĴĨňľĶŊŀĽŇŗĚįŇħĮĔĨŇŀĵŌƞŀňĔľĶŊŀœĴƞȮȮȮȮ
ŀĵƞŅĚĨƞŀŏĬŊŗŀĚȮŏĝƞĬȮ48 ĝńŗĺőĴĚȮŏĮƦĬĨƟĬȮ 
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ĕńŘĬĨŀĬĪňŗȮ2Ȯ8ȮĔŅĶħņŏĬŇĬĔŅĶľĸńĚěŅĔĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢŏĽĶŖěĽŇŘĬȮ&Post-
Incident Activity) 

1. įĸĸńıīƢĪňŗĽņėńĠŒĬĕńŘĬĨŀĬĬňŘȮ(Key Results) 
1.1. ĔŅĶĮĶńĭĮĶŋĚıńĥĬŅŐįĬĔŅĶĶńĭĴŊŀľĶŊŀėĺŅĴıĶƟŀĴħƟŅĬŀŊŗĬȮŕȮěŅĔĕƟŀĴŌĸĪňŗœħƟěŅĔĔŅĶĶńĭĴŊŀ 

2. ĔŇěĔĶĶĴľĸńĔŏıŊŗŀŒľƟĭĶĶĸŋįĸĸńıīƢȮ(KeyȮActivities) 
ĔŅĶŏĶňĵĬĶŌƟŏıŊŗŀĮĶńĭĮĶŋĚĔŅĶħņŏĬŇĬĔŅĶľĸńĚěŅĔĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢŏĽĶŖěĽŇŘĬȮ

&Post-Incident Activity) ĪňĴĶńĭĴŊŀŐĸŃįŌƟĪňŗŏĔňŗĵĺĕƟŀĚĪńŘĚľĴħėĺĶĴňĔŅĶĮĶŃĝŋĴľŅĶŊŀŏıŊŗŀŐĸĔŏĮĸňŗĵĬĕƟŀĴŌĸėĺŅĴėŇħŏľŖĬ
ŒĬĔŅĶĬņœĮıńĥĬŅŐĸŃĮĶńĭĮĶŋĚŐĬĺĪŅĚŒĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮĶĺĴĪńŘĚĔŅĶŒĝƟĕƟŀĴŌĸěŅĔȮ
Issue Tracking System ŏıŊŗŀĮĶŃĔŀĭĔŅĶıŇěŅĶĦŅĮĶńĭĮĶŋĚŐĸŃıńĥĬŅȮ 

ĨńĺŀĵƞŅĚĮĶŃŏħŖĬėņĩŅĴȮĪňŗĭĶŇļńĪĽŅĴŅĶĩıŇěŅĶĦŅĮĶńĭŒĝƟĮĶŃĔŀĭĔŅĶĮĶŃĝŋĴŐĸĔŏĮĸňŗĵĬĕƟŀĴŌĸľĸńĚěŅĔĔŅĶĶńĭĴŊŀȮȮ
ĳńĵėŋĔėŅĴŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢįŇħĮĔĨŇĪŅĚœĞŏĭŀĶƢȮőħĵĭĶŇļńĪĽŅĴŅĶĩıŇěŅĶĦŅŏıŇŗĴŏĨŇĴœħƟěŅĔĨńĺŀĵƞŅĚĪňŗĶŃĭŋœĺƟŒĬȮBCP 
GuidelineȮŏĝƞĬ 

¶ ĔŅĶħņŏĬŇĬĚŅĬŏĽĶŖěĽŇŘĬĨŅĴĔņľĬħȮŐĸŃœħƟįĸĸńıīƢĨŅĴĪňŗĶŃĭŋœĺƟľĶŊŀœĴƞ 
¶ ĕńŘĬĨŀĬĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀĳńĵėŋĔėŅĴĪŅĚœĞŏĭŀĶƢȮœħƟħņŏĬŇĬĔŅĶėĶĭĩƟĺĬĩŌĔĨƟŀĚĨŅĴĪňŗĔņľĬħľĶŊŀœĴƞȮ 
¶ ĔŅĶŒĝƟĪĶńıĵŅĔĶŏıŊŗŀĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚŏĮƦĬœĮĨŅĴĪňŗĺŅĚŐįĬœĺƟľĶŊŀœĴƞȮĴňĽƞĺĬŒħĭƟŅĚĪňŗĨƟŀĚœħƟĶńĭĔŅĶěńħĽĶĶŏıŇŗĴŏĨŇĴ 
¶ ĕƟŀĴŌĸĪňŗěņŏĮƦĬĨƟŀĚŒĝƟŒĬĔŅĶĨŀĭĽĬŀĚȮĴňĕƟŀĴŌĸěŅĔĽƞĺĬŒħĭƟŅĚĪňŗĪňĴĶńĭĴŊŀłȮėŇħĺƞŅĵńĚœħƟĶńĭĝƟŅœĮ 
¶ ĔŅĶĮĢŇĭńĨŇĚŅĬŒĬĕńŘĬĨŀĬŒħĪňŗĪņŒľƟĔŅĶĔŌƟėŊĬĕƟŀĴŌĸľĶŊŀĶŃĭĭĝƟŅĸĚ 
¶ ĔŅĶĨŇħĨƞŀĽŊŗŀĽŅĶĶŃľĺƞŅĚĔŅĶĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚĨƞŀŏľĨŋĔŅĶĦƢĪńŘĚĳŅĵŒĬŐĸŃĳŅĵĬŀĔŀĚėƢĔĶȮĴňĮĶŃŏħŖĬĮƤĠľŅ

ŀŋĮĽĶĶėŀŃœĶĭƟŅĚȮĪňŗĨƟŀĚœħƟĶńĭĔŅĶĪĭĪĺĬŏıŊŗŀĬņœĮıńĥĬŅŐĸŃĮĶńĭĮĶŋĚĨƞŀœĮ 
¶ ŏľĨŋĔŅĶĦƢĳńĵėŋĔėŅĴĸńĔļĦŃĬňŘȮĴňŐĬĺĪŅĚŒĬĔŅĶĮƚŀĚĔńĬœĴƞŒľƟŏĔŇħĞŘņŒĬŀĬŅėĨœħƟŀĵƞŅĚœĶĭƟŅĚ 
¶ ĽńĠĠŅĦĨĶĺěěńĭĪńŘĚȮPrecursor ŐĸŃȮIndicator ŒħĭƟŅĚĪňŗėĺĶŏıŇŗĴŏĨŇĴŏıŊŗŀŏıŇŗĴĮĶŃĽŇĪīŇĳŅıŐĸŃėĺŅĴŏĶŖĺŒĬĔŅĶ

ĶńĭĴŊŀŐĸŃĨŀĭĽĬŀĚ 
¶ ĔŅĶŐĸĔŏĮĸňŗĵĬĕƟŀĴŌĸĔńĭľĬƞĺĵĚŅĬŀŊŗĬȮĴňĮĶŃŏħŖĬĮƤĠľŅľĶŊŀŀŋĮĽĶĶėŀŃœĶĭƟŅĚȮŐĸŃĽŅĴŅĶĩĮĶńĭĮĶŋĚŒľƟħňĕŉŘĬŀĵƞŅĚœĶ 

 

3. ĕƟŀėĺĶĶŃĺńĚȮ(Cautions) 
ĔŅĶĶńĭĴŊŀȮIncident œħƟĽņŏĶŖěĴŅĔŒĬĝƞĺĚŏĺĸŅľĬŉŗĚȮŀŅěœĴƞœħƟŏĮƦĬĔŅĶĭƞĚĝňŘĺƞŅĴňėĺŅĴıĶƟŀĴŒĬĔŅĶĶńĭĴŊŀœħƟħňŏĽĴŀœĮȮŏıĶŅŃ

ěŅĔĕƟŀŏĪŖěěĶŇĚĪňŗĺƞŅĴňȮIncident ŏĔŇħĕŉŘĬœħƟěņĬĺĬĴŅĔŏĮƦĬĨńĺĭƞĚĝňŘĔŅĶĮƚŀĚĔńĬĪňŗľĸŃľĸĺĴľĶŊŀœĶƟĮĶŃĽŇĪīŇįĸ ŐĸŃœĴƞœħƟĶńĭĔŅĶ
ĮĶńĭĮĶŋĚŏĸĵŐĴƟěŃįƞŅĬĔŅĶĶńĭĴŊŀĴŅľĸŅĵėĶńŘĚŐĸƟĺĔŖĨŅĴ 

 
 
 
 




