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Three Lines of Defense

Board of Directors/Audit Committee

CEO/Senior Management

First Line of Defense
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Second Line of Defense

Risk Management

Compliance
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Third Line of Defense
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Source: Institute of Internal Auditors: The Three Lines of Defense in Effective Risk Managementand Control
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Deloitte.

Storming ahead
2017 Hot Topics for IT Internal
Audit in Financial Services

An internal audit viewpoint




2017 Hot Topics for IT Internal Audit in Financial Services

® Cyber Security Cyber Security Cyber Security Large Scale Change
IT Disaster Recovery & IT Governance & IT Risk
© Strategic Change Strategic Change
Resilience Management
Data Management & Identity & Access
on Third-Party Management Large Scale Change
Data Governance Management
IT Disaster Recovery & Enterprise Technology Data Management &
cd Third-Party Management
Resilience Architecture Data Governance
IT Disaster Recovery & Data Management &
& Third-Party Management Third-Party Management

Resilience Data Governance
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Financial Services

Cyber Security

Strategic Change

Data Management & Data

Governance

Third-Party Management

IT Disaster Recovery &

Resilience

Retail Banking

Cyber Security

Large Scale/ Strategic
Change

Data Management & Data

Governance

IT Governance & IT Risk

Management

Information Security
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Capital Market
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Change

Cyber Security
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Cyber Security
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Management
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Insurance/
Rank Financial Services Retail Banking Capital Market Investment
Management

Large Scale/ Strategic
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2 Strategic Change Cyber Security
Change Management

Enterprise Technology
Data Management & Data Management &  Architecture/ Merger/ IT Governance & IT
Data Governance Data Governance Integration/ Risk Management
Obsolescence

Third-Party IT Governance & IT Third-Party i
[ ) Merger/ Integration
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- Information Security
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@ Insurance

The insurance sector is facing similar challenges,
focusing on streamlining their complex legacy
environments and establishing appropriate
governance and risk frameworks to manage the
risks arising from the use of new technologies.
Interestingly, the topic of Data Management and
Governance is not in the Top eo for insurance
firms, possibly due to prior years’ attention over

data through Solvency Il initiatives.
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Cyber Security
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Strategic Change
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Cloud Computing
@o. Digital & Mobile Risk
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